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Scary Numbers

70-80% of all e-mail is spam 
(Verisign, ePrivacy Group, 2004)

Spam volume is increasing 18% 
per month (ePrivacy Group, 2003)

At its peak, 1 in 12 e-mails were 
MyDoom viruses (MessageLabs, 2004)

1,200 new viruses each month 
(Sophos, 2002)

Worldwide cost of viruses in 2003: 
$55 billion (Trend Micro, 2004)

Worldwide cost of spam in 2003: 
$20.5 billion (Radicati Group, 2003)

Projected cost of spam in 2007: 
$198 billion (Radicati Group, 2003)

Average cost of spam per 
employee: $1,934/year (Nucleus 
Research, 2004)

Spam 72%

Malware 3%

NonSpam 25%

Current Statistics for
rjl@renaissoft.com



Essential Tasks

Detect Viruses
Recognize Spam
Block and/or Quarantine Mail
Manage the Process



Detecting Viruses

Runs in command-line and daemonized modes
On-access scanning under Linux
33,000+ viruses, worms, and Trojans recognized
Virus samples are submitted by the user 
community
Ranked 5th out of 24 virus scanners tested for 
responsiveness to new outbreaks (McAfee: 18th, 
Norton: 19th) (AV-Test.org, 2004)

Clam AntiVirus http://www.clamav.net/



Detecting Viruses

Use an array of virus scanners from different 
vendors (in parallel or in series) for maximum 
protection
Use daemonized virus scanners whenever 
possible
Keep virus signatures up-to-date
Submit signatures/samples of new viruses



Recognizing Spam

Pattern-based feature recognizer
DNSBL, RHSBL, and SPF support
Collaborative networks: Razor, Pyzor, DCC
Bayesian classifier
Comprehensive scoring approach
Usable at the mail server or on the desktop
Easily customized and extensible with plug-ins
New patterns contributed by the user community

SpamAssassin http://spamassassin.apache.org/



Recognizing Spam

What is a “feature” of spam?
Spamware signatures
Header inconsistencies
HTML body containing only an image
Obfuscated text
Common scam phrases (e.g. Nigerian Letter 
formulas)
Etc.

Use regular expressions to express patterns
Combinations of patterns can be used: 
“meta”-rules

Feature Recognition



Recognizing Spam

DNSBLs (Domain Name Service Block Lists)
Tests the peer’s IP address against various blacklists
Assigns configurable scores to each DNSBL sub-
result

RHSBLs (Right-Hand-Side Block Lists)
Tests URLs in the body of the mail against blacklists
Each RHSBL can be scored independently

SPF (Sender Policy Framework)
Determines whether the peer is an authorized mail 
sender for the claimed domain

DNS-Based Tests



Recognizing Spam

Millions of people receive (virtually) identical spam
100,000 lemmings can’t be wrong!
Databases store “fuzzy” checksums of reported 
spam

Vipul’s Razor http://razor.sourceforge.net/
Pyzor http://pyzor.sourceforge.net/
The Distributed Checksum Clearinghouse 
http://www.rhyolite.com/anti-spam/dcc/

SpamAssassin assigns configurable scores to each 
of these reporting networks

Collaborative Reporting Networks



Recognizing Spam

An “automated feature recognizer”
Analyzes the frequency with which certain tokens 
appear in confirmed spam vs. confirmed ham
Returns a “confidence level” that the mail is spam
SpamAssassin assigns scores to confidence ranges
Requires regular “training”

Bayesian Classifier



Recognizing Spam

Score Rule Name Rule Description
   3.511 PYZOR_CHECK                        Listed in Pyzor (http://pyzor.sourceforge.net/)
   2.101 BAYES_90 Bayesian spam probability is 90 to 99%
   1.113 RCVD_IN_SBL Received via a relay in the Spamhaus Block List
   1.047 RAZOR2_CHECK Listed in Razor2 (http://razor.sourceforge.net/)
   0.876 RAZOR2_CF_RANGE_11_50 Razor2 gives confidence between 11 and 50%
   0.705 MSGID_FROM_MTA_HEADER Message-ID was added by a relay
   0.336 HTML_WEB_BUGS Image tag intended to identify you  
   0.320 MIME_HTML_ONLY Message only has text/html part MIME parts
   0.100 HTML_MESSAGE HTML included in message
   0.100 SPAMCOP_URI_RBL URI’s domain appears in  sc.surbl.org
10.209

Each rule contributes “evidence” toward the final score, 
which is judged against the recipient’s threshold value 
(5.0 is typical).

SpamAssassin Scoring Example



Blocking and/or Quarantining
Suspicious Mail

Content-filtering framework for virus scanners and spam 
detectors
Identifies dangerous file attachments
Objectionable items can be rejected, discarded, 
quarantined, or passed on
Per-user, per-domain, and system-wide whitelists and 
blacklists
Per-user spam score thresholds
Per-user overrides for viruses, spam, and attachments

amavisd-new http://www.ijs.si/software/amavisd/



Blocking and/or Quarantining
Suspicious Mail

Outer Gateway (MTA-RX) Inner Gateway (MTA-TX)Content Filter

SMTP, Port 25 SMTP/LMTP, Port 10025SMTP, Port 10024

Amavisd-new
SpamAssassin
Virus Scanners

MTA (e.g. 
Sendmail, 
Postfix, etc.)

MTA (e.g. 
Sendmail, 
Postfix, etc.)



Managing the Process

Web-based content filter management
Users manage their own content filter settings
Users manage their own whitelists and blacklists
Users release their own quarantined items
Users report the spam that gets through
Users confirm the status of mail as ham or spam
Confirmed spam and ham is used to train the Bayes 
database, and spam is reported to collaborative 
networks
Manage arrays of content filters from one interface

Maia Mailguard http://www.maiamailguard.com/



Managing the Process
Outer Gateway (MTA-RX) Inner Gateway (MTA-TX)Content Filter(s)

Database 
Server (e.g. 
MySQL, 
PostgreSQL)

Web Server (e.g. 
Apache) with PHP 
and
Maia Mailguard



Managing the Process
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On the Horizon

Dynamic DNSBL support
Greylisting/tarpitting support
Graphical charts
The Maia Network
More reporting mechanisms
Maia Mailguard Appliances



Open Source Rules!

Clam AntiVirus
SpamAssassin
Vipul’s Razor, Pyzor, and DCC
amavisd-new
Maia Mailguard
Perl, PHP, Apache, MySQL, PostgreSQL, Sendmail, 
Postfix…
…and of course Linux!

You don’t need to spend a fortune to get world-
class spam and virus management tools—open 
source tools lead the way:


