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Overview

This is a guide to introduce people to one method of building a reliable, free and flexible mail scanning
gateway. The reason I created it is although there are many README and INSTALL documents and
other bits around on the Internet today, I couldn't find a single consolidated guide for configuring
everything [ wanted in an e-mail scanning gateway for SuSE.

As a result I've created my own, based on SuSE 10. I've put it all together in an easy to follow step-by-
step format to help even a close to near computer novice setup a simple e-mail scanning gateway solution.

If you come across something that doesn't work as expected, is just plain wrong, could be better in any
way or just want to comment in general, please feel free to e-mail me your feedback.

The e-mail gateway server I describe here is designed to sit between your Internet connection and your
existing e-mail server, be that GroupWise, Exchange, Notes, postfix or whatever else is out there... as

long as it runs an SMTP daemon this gateway will work.

Software used in this guide includes:

SuSE 10 Amavisd-new v2.2.0 DCCv1.3.20
Base OS (downgraded from the SuSE (although it's probably a newer
http://www.novell.com/linux installed version) version by now, that shouldn't
The 'glue' between Postfix and matter)
spam/virus scanners Anti-spam plug-in to
http://www.ijs.si/software/amavis SpamAssassin
da/ http://www.rhyolite.com/anti-
spam/dcc/
Postfix v2.2.5 SpamAssassin v3.0.4 Razor2 v2.72
Mail Transfer Agent Anti-spam scanner Anti-spam plug-in to
http://www.postfix.org http.//spamassassin.apache.org SpamAssassin
http://razor.sourceforge.net/
MySQL v4.1.13 ClamAYV v0.86.2 Maia Mailguard v1.0.0
Database Server Anti-virus scanner Web front-end management for
http://www.mysql.com http://www.ClamAV.net spam & virus'

http.://www.maiamailguard.com

Apache v2.0.54
Web Server
http://httpd.apache.org

How much e-mail your solution will cope with will depend on many assumptions such as how long an
acceptable processing time per e-mail is for you, the average size of e-mails that pass through your
system and how often the system is managed by someone to clear out spam / non-spam (clean) e-mail
confirmations.

Typically this gateway should be able to cope with around 30,000+ untrusted e-mails per day (trusted e-
mails aren't scanned for spam but again this can be easily changed).
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System Requirements

To follow this guide you should have available:

SuSE 10 Evaluation DVD

I will be using the SuSE 10.0 Evaluation DVD, which may differ slightly to the 5 CD's or other DVD
versions.

You can download and burn the SuSE Linux 10.0 Evaluation version DVD ISO from
http://www.novell.com/products/suselinux/downloads/suse linux/index.html

An existing e-mail server

This is an e-mail gateway scanning solution only, so you will need an e-mail server for this gateway to
pass e-mail onto it's final destination. The SMTP interface on your e-mail server will also need to accept
connections from the gateway server, so if you have configured any relay restrictions on your current e-
mail server, you'll need to add the IP address of the server as an exception.

A Pentium class PC

If you're just setting this up for training or testing, just about anything will do, including a VMWare
session but make sure it has a least 256Mb RAM available. For a production system I would suggest at
least IGb RAM, to ensure that nothing gets swapped out to disk. If you are forced to run with less than
512 Mb, you can reduce the number of scanning threads available which is explained later in the
amavisd-new section, to help reduce resource requirements on the server.

You will need plenty of disk space depending on the number of users it will be supporting. By default the
database will hold up to 30 days worth of e-mail (configurable in Maia Mailguard), queued e-mail plus
logs. For a typical 1000 user company you could be looking at potentially SO0Gb +. Faster hard disks will
also make a big difference with scanning times as an e-mail travels through the gateway.

The processor is hit quite hard so the faster the better, but realistically for less than 30,000 processed e-
mails per day, a 3 Ghz AMD or Intel processor will be fine.

Internet Access

You will need to download software from the Internet, and some software being installed will also need
to access the Internet in order to be configured.

I only describe a directly connected box, so if you need to go via a proxy server, you'll need to configure
that as well. If you don't know how to do this, I will point it out during the installation.
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Internet Firewall Modifications

Some software described here needs access through your Internet firewall. If you cannot open some ports,
just don't install those services.

Service Port TCP/UDP Direction Description
smtp 25 tep both Send & receive e-mail
http 80 tep out Download gateway components and SuSE updates
when required.
razor2 2703 tcp out Confirmed spam e-mail razor2 network check
dcc 6277 udp out Mass e-mail DCC network check
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Installation Summary

Firstly, I will lead you through it all so you shouldn't worry about not knowing how to enable services,
edit configuration files or compile software.

This guide starts with a default OS installation along with additional packages that SuSE can provide for a
complete setup. I have chosen to use wherever possible SuSE packages for simplicity.

After installing the OS, you will configure all components before testing any of it. This is due of the
dependencies each component has with the other. For example after configuring amavisd-new it won't

initially be able to connect to the Maia Mailgaurd database as that isn't setup until later.

It will take about a day the very first time you install this if you're new to SuSE / Linux but afterwards it
should only take a couple of hours for subsequent installs.

If you think you can handle it, keep reading and good luck.
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How it all works

A picture tells a thousand words, so instead of boring you to death with that much text, here it is as a single graphic.

SMTP on port 25

v

Inbound from internal
e-mail server or Internet

Outbound to internal

SRR U e-mail server or Internet

SMTP on port 10024

MySQL
Maia
database

Softw are that manages other softw are
Internal checks

Externally called programs

MySQL Database

E-mail interfaces



The base SUSE 10 installation

Note this install assumes a clean hard disk. You can of course ask the installer to overwrite whatever
else you have on the disk, but that isn't covered here.

Insert the DVD into your mail scanning gateway box and turn it on.
At the main menu, select Installation
If at any time through the installation process you find you computer hangs, try going through the install

process again, selecting Installation — ACPI Disabled and if you still have problems try the Installation
— Safe Settings option.
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Select your language then click Next

If you're installing from CD's you'll be prompted to perform a Media Check. That is, you can check the
CD's you've burned to ensure the CD/DVD reader can successfully read all the files on the disk. If you
want to be safe, click the Start Check button which will scan CD1, then eject and insert each subsequent
CD to check the rest.

If you like a little risk, click Next without checking the media first.
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At the License Agreement screen, have a read, then if you agree, which I hope you will, select Yes then

click Next
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At the Clock and Time Zone screen, check that the selected time zone information is correct (obviously

change it if required) then click Next
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At the Desktop Selection screen, select the GNOME option then click Next. This is the setup I will
describe, so if you don't know any better or simply want to stay on the track with this guide, select this
option. You can choose Other to have a much leaner installation but you'll be on your own to figure out
all the individual package selections you'll need to select.

Note: Gnome is simply my personal preference. I also include notes on using some Gnome specific
software but you are obviously free to install any GUI you like.

You'll be installing as much software as possible from YaST, making it easier to manage and update, but
unfortunately not everything is available this way and some software you will be installing later on from
Internet downloads.

Technically you don't need a graphical system at all, but because the Maia Mailguard web front-end is
being installed to configure and manage this system day-to-day, I think it's a good idea to be able to test
the system locally, without the requirement of another computer. If you don't like that idea, then install it
anyway and call it a test box, so you can get familiar with how all the components work, then re-install
the system again to your liking.
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At the Installation Settings screen, just click Accept.
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Read any license agreements, and choose the appropriate option — generally that would be the I Agree

button.
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Click Install to confirm the choices and now it happily goes off to perform the install.
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Walcome to SUSE Linux!
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Grab a coffee at this point and relax

A nice tip is that after about a minute it will tell you approximately how long the DVD will take to finish

installing the packages.

Page 14 of 119



E)EX)

& root's Installation desktop (linux:z0)

Frpansion [ Password far the System Administratos ‘oot
LT

¥ Liares Agrasmeni
o Smem Anakss

¥ TmeZTara

o [Ieskaon 5 el enan

Imatallasee
¥ indalistian Summery
W Perfionm | netsd s on

Canligerason D Nt Forg et sl v U emiarhens,

o Ract Pamared
" Reraok Pariatd for rienl Ler
DnirmUpcels | -

lers
ChenLip
Fobepos Pl Cardem Prraned
Hurdwera Canfiguraicn

LT

At the System Administrator password screen, enter a password then click Next.
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At the Network Configuration screen, you need to change both the firewall and network card settings.
Start by clicking the Firewall link

The firewall settings must be changed to allow e-mail from remote hosts, access to the web based
management and remote administration.

Page 15 0f 119



& root's Installation desktop (linux:z0)

Einrt i
Injaraces

M crading
Erasdcnat

Peac Suppan
Legpireg Lawsl

Firewiall Configuration: Alowed Services

Hiawed SEvces WS 2ene

Sarwhoe o BRI
DHCFClkEre L]
OHEPCl ik

OHEFSarcar

OHS Sarser

HTIFS Saraer I

MAP Saraer
MAPS Servar
PP Cheni
PP Sarer
Peac

Alv]

[[] ErcimctFirmssall from Inkemsl Zono

Heip |

| L I

agcept |

Highlight Allowed Services on the left, then from the Services to Allow drop down box, select HTTP
Server then click the Add button. Repeat the process for the Mail Server and SSH services as well.

HTTP Server will allow you to log into Maia Mailguard from any PC.

Mail Server will allow incoming SMTP traffic.
SSH will allow remote login for administration of the server.

Click Accept to return to the previous menu.

Now click the Network Interfaces link.
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SuSE should have already detected and configured the network card for DHCP and should be listed in the
main window section. If not, then click the Add button to try and add it manually. You will need to know
what type of chipset your network card is using to install it. If you run into trouble, skip out of this guide
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and pop over to an on-line SuSE forum such as http://support.novell.com/forums/ for some help. Once
that's taken care of, come back here.

This computer is going to need a static IP address and should also be named something other than 'linux'
which it is by default, so to change these settings click the Edit button at the bottom of the screen.

At the next screen, select Edit to edit your network card.
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Typically mail gateway servers are configured a with static IP address, so that you can use port
forwarding to forward all incoming SMTP traffic to it, or address mapping to map a static external
address to the internal address of your gateway. There are so many ways to configure this, but I'm going
to show you just one. It's simple and works.
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Select Static Address Setup and configure the server with an internal network IP address and network

Page 17 of 119


http://support.novell.com/forums/

mask, such as 192.168.0.15, 255.255.255.0.
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Now select Host Name and Name Server.

You may be prompted with a message saying the DNS settings have been modified, which will be true
only if you're installing this over a remote VNC connection, as I am, and those settings were changed by

DHCP when the computer got an address earlier.

You should click the Modify button, and confirm all DNS and routing configuration is okay.
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Now fill out the server's Host Name and local domain name then click OK.

If you did not see this warning, you will also have to fill in at least one name server (DNS server) and the
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default domain name of the box (such as retnet.co.uk). After you've filled in all the information, click

OK.
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Select the Routing button, fill in the default gateway address of your network then click OK. Change it

as required.

Click Next twice to take you back to the Network Configuration screen.
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If you go through a proxy server, scroll down the list of options and click the Proxy link, select the

Enable Proxy option, then fill out the proxy details as required.

The syntax for the URL is http://ServerOrIP:port so in the case above, it looks like
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http://192.168.0.253:8080

Once you have finished your changes here, click Finish. You will be presented with a note from YaST
regarding software that is compatible with this proxy setting. Once you have read the notice click OK.

That is all for the network screen, so click Next.
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Now YaST saves the network configuration and moves onto the Internet test. If the server has Internet
access at this point you should allow it to do this, as it includes an on-line update of all packages you've
just installed. Skip the test if you don't have Internet access.
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After the Internet test is complete, click Next.
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If the test was successful you'll be presented with an Online Updates Available message. Accept the

defaults and click OK.
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At the Welcome to YaST Online Update screen, clear the tick from the Manually Select Patches box

then click Next.

If you are warned about a kernel patch at this time select Skip Patch else the installation might go south
during the next phase of hardware detection.
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Now get another coffee and relax a while...
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Once it's finished, click the default Finish button.
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Due to YaST itself (the installer) being updated, it needs to be re-started and you will be notified of this.
Click OK as you don't have a choice.
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The next screen you see relates to how Linux will authenticate users trying to log in. Leave it at the
default of Local and click Next..
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At the New Local User screen, leave it blank as you don't need to create any additional local users so just
click Next and accept the Empty User dialog that pops up.
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After reading the release notes, because they are really worth it, click Next to move onto graphics, sound,

TV cards and bluetooth.
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The example screenshot above will most likely be different than yours, which should include a graphics
option (due to me installing via a VNC connection). To the best of your knowledge, check that the auto-

detect settings are correct then click Next.
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Now the installation is complete. Click Finish for the installation to exit and present a login screen.
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Installing additional Software Packages

@ SUSE Linux

Usmara

Audbarticabisn {sles. Latare st be bp-ss in the conect cage.

Login as the user root

Now you need to install some additional software. To start, select the Desktop menu then click on YaST.

& root@mailscan (shared desktop)
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Select the Software Management link in the right hand pane.
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i root@mailscan (shared desktop)
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You will be presented with a search box, making it easier to find SuSE software packages.

In the search box, type amavis then press [Enter].

£ root@mailscan (shared desktop)
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Select the amavisd-new package (this program controls how other programs scan e-mail, such as anti-
virus and anti-spam scanners, as well as having control over attachment blocking and a few other options)
by clicking the box to the left of the package name.
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Now repeat the process for the following:

- apache2
The famous Apache web server v2

- apache2-prefork
There are 2 ways Apache can run. Using the pre-fork method, each server runs in it's own process
meaning it takes more memory but is more stable. Using the MPM (Multi-processing Module)
method increases performance for the sake of reliability. I like my boxes stable, hence my preference,
but you can choose the other.. doesn't make any difference to the configuration.

- The following apache2 Plugin modules:
- apache2-mod_perl
- apache2-mod_php4

- gce
gce is a GNU C compiler, used to compile DCC.

- gd
A drawing library for programs that use PNG or JPEG output.

- libmerypt
Used to encrypt data using various encryption methods. E-mail will be held in the MySQL database
in encrypted form, ensuring no prying eyes can see any of the e-mails even if they access the
database.

- mysql (If you decide to use an existing MySQL DB server, bear in mind there are some changes you
need to make to MySQL which I'll explain later, that you may not think are a good idea for your other
databases running on it... it's your choice, of course!)

The famous MySQL database, used to store most program settings along with all unconfirmed e-mail
and e-mail statistics.

- The following perl encryption modules:
- perl-crypt-blowfish
- perl-crypt-CBC
These are the perl programs that will actually encrypt relevant data.

- perl-DBD-mysql
A Perl database interface library.

- php4
A famous scripting language commonly used for web programming. This is what Maia Mailguard is
written in.

- php4-becmath
is a library of binary calculator functions for php.

- phpd-gd
PHP functions to manipulate graphics using the gd library

- php4-imap
PHP interface use to authenticate against an IMAP source
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- php4-ldap
PHP interface to LDAP

- php4-mcerypt
PHP interface to the mcrypt library.

- php4-mysql
PHP functions to access a MySQL database.

- php4-pear
PHP interface to another scripting language called pear, which Maia uses.
There are also a few pear packages you'll need to install but this aren't included with SuSE, so you'll
do this after the initial installation.

- php4-session
A PHP library that allows subsequent accessing of data.

Removing the Beagle Desktop search tool
By default the beagle desktop search tool will be installed. This creates a scheduled (cron) job that runs at
4:30am every morning. This won't cause any great concern for your system's overall performance, but it

is probably best to remove it, as it doesn't add value to the solution.

Search for and remove the tick from the beagle application (leave libbeagle as it's a dependency for other
software).

Now click Accept. You will see a message about additional packages that must be installed due to
dependency issues. Click Continue for the installation to start.
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& Appiomers Facn ekap 200

parhpory s mpaion

B w035 EE - Pl Fogen
AT 318 11 30 I - Al PirTald R (AR Ly

& root@mailscan (shared desktop)

1 Waritireg thie s bern configuration

o p
P s psm

b gt o

F

LB g e b P,
B AR NS s Emg e

ek i e

T

S g e
pr o

P
E

Once it's finished, click Finish.

Strangely some packages that are available on the Novell SuSE 10.0 retail DVD and the OpenSuSE OSS
10.0 DVD aren't available on the Novell Evaluation DVD... so to get these extra hidden gems, you'll need
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to add an extra software repository to YaST so it can find the additional packages needed.

I'm going through this now instead of before when you installed the first set of packages just to highlight
what packages aren't installed by default. You could have of course added this installation source earlier
and just installed the lot in one go.

In YaST, click Installation Source.

To add an on-line software repository for SuSE to install from, click the Add button then choose either
the ftp or http options. You should enter details for a mirror of a server close to yourself. A list of
OpenSuSE mirror sites is available here and a Novell CoolSolutions feature explaining it in detail is
available here

i root@mailscan (shared desktop)
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If you are lazy, you can use the source that I chose, and follow the screen shots. If a mirror doesn't work
for you, try another. In my case I clicked Add, then chose ftp... with the following options:
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In the Server Name field, I typed in: ftp.gwdg.de
In the Directory on Server field, I typed in: /pub/opensuse/distribution/SL-10.0-OSS/inst-source/

Once you've entered your new installation source, click OK and it will show as a status of On second in
the list (with your local DVD being the first).

i root@mailscan (shared desktop)

L

Pk B R ll'.l

e Vi Culllaie W Clerfy EELT T PR
1 s g b L L Lt T AN B3

Criopsn | [acrradDis | Dapisdescan | i |
i - sk s T

Clam it 1) g guulyvvury: ool P (A Ty, s e o i el 1)
ot A e A VDL (L g T FRCEMGE PRl
fditie wrdl s, & [P
e e 9 iy B e b o in compraion sl

J oMl rdd Fuefic o paovid 8 < endad sl Ve Fer apans e v

Page 33 of 119



Now click Finish then go back to Software Management.

It may take a few minutes for the Reading package information... dialog to disappear due to YaST
reading the online software repository package list.

Now search for and install the following packages, as you did previously:

apache2-mod_auth_mysql
An apache module to authenticate users through a MySQL database

- clamav
An anti-virus toolkit for UNIX

- clam-db
An initial clamav database. You will receive a pop-up message saying if you use freshclam (an
updater for the clamav signatures) you don't need the database. Just click OK anyway.

- mysql-administrator
A graphical administration and maintenance program to manage MySQL servers. This is an optional
package as you can also use the mysql command line tools, but I find it a little easier using this GUI,
especially for newcomers to MySQL/Linux.

- Perl-data-UUID
Provides a framework for producing unique ID's.

- perl-template-toolkit
A template system for Perl.

- razor-agents & perl-razor-agents
Programs to communicate with the Razor network to exchange signatures of SPAM.
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Now click Accept. You will see a message about additional packages that must be installed due to
dependency issues. Click Continue for the installation to start.

Click on Finsh at the end when prompted to install more software.

Since there's new software now installed, it's a good time to check for any updates, so in YaST under the
Software group select Online Update and as before during the initial installation, clear the tick box
option for Manually select patches then click Next and let it do it's thing.

If you are prompted for a kernel update at this time, select the option to install it.
It won't take long this time as you've already updated most of the software.

Installing additional pear modules

There are a few extra dependencies to install for the pear package you selected earlier, which Maia
Mailguard requires.
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Terrinal
File Edit Wiew Termmal Tabs Help
ailscant~ # pear install -n D@
down loading DE-1.7.6.tgz ...
tarting to dewnload DBE-1.7.6.Tgz (124,807 bytas)
dena; 124, BB bytas
llinstatt ok: DB 1.7.8
mailscani - # pear Install DE_Pager
own laading DE_Pager-0. 7. tgz ...
tarting to download DE_Pager-@.7.tgqz (3,447 bytes)
.. done; 3,447 bytes
ipstall ok: DE_Pager .7
mailscant - £ pear install Mail_Mime
down loading Mail Mime-1.3.1.tge ...
tarting to download Mail_Mime-1.3.1.tgz (16,431 bytes)
c-dones 16,431 bytes
install ok: Mall Mime 1.3.1
mailscan: - & pear Install Leg
own loading Log-1.%.2.tgr ...
lStarting to download Log-1.9. 3% tgz {37,891 bytes)
done: 37,891 bytes
loptional dependencies:
‘sglite’ PHP extension is recommended to utilize some fTeatures
Hlinstall ok: Log 1.9.2

ilscan; ~ #

Open a terminal window by right-clicking on the desktop, then select Open Terminal

If you need to go through a proxy server, pear is one of the programs that do not honor use the SuSE
proxy settings, so you will need to configure this separately.

To set the proxy server, in the terminal run:
pear config-set http_proxy http://username:password@ServerOrIP:port

where username is an authorised proxy user (only required if proxy authentication is needed)

where password is an authorised proxy user password (only required if proxy authentication is needed)
where ServerOrIP is the DNS name or IP address of the proxy server

where port is the tcp port the proxy server is listening on.

If you cannot install the necessary pear modules in this manner, you will have to manually download the
required pear modules from http://pear.php.net and run the same installation commands as below, but
substitute the package name with the filenames you downloaded.

In the terminal, run:

pear install -a http://pear.php.net/get/PEAR-1.3.3.tgz
pear install -a Net SMTP

pear install DB

pear install DB_Pager

pear install Log

pear install Mail_Mime

pear install Net IMAP

pear install Net POP3

pear install Image Color

pear install -f Image Canvas
pear install -f Numbers Words
pear install -f Numbers_Roman
pear install -f Image Graph

The -a switch tells pear to install any required and optional dependencies
The -f switch is to force install of 'non-stable' releases. These packages are either in Beta or Alpha.
Without them chart graphing in Maia Mailguard won't work.

Page 36 of 119


http://pear.php.net/get/PEAR-1.3.3.tgz
http://pear.php.net/

Pear will attempt to go off to the Internet, fetch the packages and install them for you.
You're now done with the basic foundation needed for an excellent mail scanning gateway. There are a

couple of extra programs you'll need to download, but that can all happen in good time. Next you start
configuring the mail components you've already installed.
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Setting up postfix

To start you need to configure the postfix MTA.

&£ root@mailscan (shared desktop)
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Start YaST, select Network Services from the left pane, then select Mail Transfer Agent.

Select the check box Enable virus scanning (Amavis) and click Next.

At the Outgoing Mail screen, just hit Next. If you're on dial-up or if you really want to use your ISPs' e-
mail relays, you'll need to fill in those details then click Next.
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The Incoming Mail screen however will need a couple of changes.

Click the check box Accept remote SMTP connections else no external mail server will be allowed to
send you mail.

Ensure the Open Port in Firewall option is selected.
If you've disabled your firewall this option will be greyed out.

If you need to collect your mail from your ISPs' POP3, IMAP etc server, fill in the details.
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If you want to receive e-mail sent to the local root user, use the Virtual domain... option to forward mail
from root to yourself. The Forward root's mail to option is only valid for other local users of the
gateway itself.

I personally do this so if anything is sending mail to root on that box, such as scheduled cron jobs, or
anything/one else then I want to know about it, and so should you else some problems may go unnoticed
for a long time.

The reason you use a virtual domain and not simply an alias to do this, is that an alias will re-direct a
recipient to another 'local' recipient — i.e. another local user on the postfix server itself, whereas virtual
domains will redirect mail to another remote domain and/or e-mail address as required. As far as mail
redirection is concerned, all your local users are 'remote' to this box.

So in this case, in the Alias field type root then in the Destinations box type your own e-mail address,
such as stephen@retnet.co.uk.

I also use the virtual domains section as I run multiple websites on different domains, so mail can come in
addressed to many different accounts. I use the Virtual domains... option to redirect incoming mail for
those domains to my own e-mail account for addresses such as abuse, webmaster etc.

Click OK twice you've finished here, then the Finish button to save the changes.

One last change to postfix at this point which isn't available through YaST is to tell it to relay all e-mail
for your domain to your regular mail server.
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Start your text editor by selecting the Applications menu, then Utilities, Editor then Text Editor.

ki Unsaved Document 1 - gedit
File Edit View Search Tools Documents Help

D&-E“% @‘%

Mew Open Save Print Undo Redo Cut Copy Paste

-

| Unsaved Document 1 X l

Open Location

Enter the location (URI) of the file you would like to open:

|!etc!sysco nfig/postfix| E]

Character coding: [ Auto Detected |¢]

(xos) [Bar]

Open the file /ete/sysconfig/postfix by clicking the File menu, selecting Open Location, typing in
/ete/sysconfig/postfix then click Open.

Scroll to the end of the file and add the following line:
POSTFIX_ADD RELAY_DOMAINS="retnet.co.uk”
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where retnet.co.uk is your own e-mail domain.

This tells postfix what destination domains it needs to relay. If this change wasn't done, postfix would
think all mail to retnet.co.uk was local and try to deliver to a user local on the gateway, which obviously
won't work.

Save the file and exit.

For this change to take affect, open a terminal console by right-clicking anywhere on the desktop and
select Open Terminal.

In the console, run:

SuSEconfig

This will update the postfix configuration file /etc/postfix/main.cf with the setting you just made. The

reason you didn't just edit the main.cf file directly is that if you did this you would no longer be able to

make changes to postfix via YaST as it would know the file was updated by something other than itself
and won't touch it.

Now you need to tell postfix where to relay mail bound for retnet.co.uk. Open the file
/etc/postfix/transport the same way as before.

*transport (et postfic) = ged it
File Edit View Search Tools Doouments Help

O & .8 | & 9% # B B/ .
Hew Cpen Save Prrd Unda Red: Cut Copy Paste
[ wranspen %
= e e ¥ L T P ¥ F U W T LN el
¥
# README FILES
B Uae "postoenl readsme direstory" or "poatoonl html direcs
# tory" to locate this informatiom.
= DATABASE FEADME, Fostfix lookup table overview
] FIL.'J'.EH__I.-'IE"I.D\“&E. gxternal content f£ilter
#
# LICENSE
# The Secure Mailer license must be distributed with this
# acitware,
¥
# AUTHOR(S)
# Wistze Venema
# [BM T.J. Watson Research
z F.Q., Box 704
: ] ¥Yorktown Heights, NY 10598, USA
B IES
A= TRANSPORT (51 |
: retnet .co.uk srtp: [1922 162 .0.3]) =
Ln 273, Cal 35 | Ins |

Scroll to the end of the file and add the following:
‘retnet.co.uk smtp:[192.168.0.3]

where retnet.co.uk is your e-mail domain name, and

smtp:[192.168.0.3] tells postfix to relay mail bound for retnet.co.uk to 192.168.0.3 which is my real
existing mail server (as opposed to a gateway as this is), using the SMTP protocol.

You could also use a host name instead of the IP address. Oh, and the square brackets are important in
this case. By default postfix will perform a DNS lookup on the mail exchange (MX) record associated
with whatever you type in after the smtp: . Using the square brackets stops postfix from performing an
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MX lookup on the transport you specify.

Save this file and exit the text editor.

Postfix reads the transport file in a database format, so you need to convert it then reload postfix to pick
up the changes.

= Terminal

Eile Edit Yiew Teminal Tabs Help

mailscan: - & postmap fetclpostTis/transport

mailscan: - & pbi'[rix reload

pﬂ:tfu[@:ln:tl'lx-:cnpt: refreshing the Postfix mail system
mallscam: - &

mailscan:~ @ |

Open a terminal console by right-clicking anywhere on the desktop and select Open Terminal.

In the console, run:

postmap /etc/postfix/transport
postfix reload

The postmap command will convert the transport file into transport.db which postfix will read, and the
postfix reload command tells postfix to re-load all configuration files which will pick up the change.

Note at this stage there are quite a few anti-spam settings that haven't been applied along with other
defaults which you may want to change such as the default message size limit which is 10 Mb. These
will be covered after the initial configuration is confirmed as working correctly.
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Setting up ClamAV

“Clam AntiVirus is a GPL anti-virus toolkit for UNIX. The main purpose of this software is the
integration with mail servers (attachment scanning). The package provides a flexible and

scalable multi-threaded daemon, a command line scanner, and a tool for automatic updating via
Internet. The programs are based on a shared library distributed with the Clam AntiVirus package,
which you can use with your own software. Most importantly, the virus database is kept up to date .”

Quoted from the Clam Antivirus website at
http://www.ClamAV.net
By default amavisd calls ClamAYV to scan e-mails that come in. ClamAV can be contacted either via a

network port or a local socket (a special file). By default it uses a TCP socket which amavisd is already
set up for.

ClamAlV at this point isn't configured to run as a service, so fire up YaST, select System then System
Services (RunLevel)
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Scroll down to the clamd service and click Enable. Click OK to the message pop-up.

To make sure the virus signature database gets updated, you will also need to enable the freshclam
service, listed further down.

After enabling both services click Finish then Yes to save changes and close YaST.

By default freshclam will check for updates every 2 hours via HTTP, which can be changed by editing the
file /etc/freshclam.conf accordingly and re-starting the service by running /etc/init.d/freshclam restart

If you need to go via a proxy, edit /etc/freshelam.conf, scroll down to the # Proxy Settings section and
edit the settings as required. An example might look like:
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# Proxy settings

# Default: disabled
HTTPProxyServer proxy.com
HTTPProxyPort 8080
HTTPProxyUsername myusername
HTTPProxyPassword mypass

You can also check to ensure the updates are working by running cat /var/log/mail in a terminal and
looking for freshclam notices.
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Setting up razor2 agents

“Vipul's Razor is a distributed, collaborative, spam detection and filtering network.

Through user contribution, Razor establishes a distributed and constantly updating catalogue

of spam in propagation that is consulted by email clients to filter out known spam.

Detection is done with statistical and randomized signatures that efficiently spot mutating spam content.
User input is validated through reputation assignments based on consensus on report and revoke
assertions which in turn is used for computing confidence values associated with individual signatures.”

Quoted from Vipul's Razor web site at
http.//razor.sourceforge.net

The razor client is automatically picked up by SpamAssassin as long as it's installed.

It send requests to public Razor servers on the Internet asking if an e-mail is known spam, by sending a
special checksum of the e-mail it creates which guarantees it is unique to that e-mail (no e-mails are
actually sent so your data is safe).

It sends these requests on outbound TCP port 2703, so your Internet firewall will need to let this out, and
associated replies from your mail gateway.

To configure razor2, you need to create some defaults and register it with the razor network using the
razor-client & razor-admin utilities.

You need to run the razor-admin utility as the vscan user so it's configuration file gets created in the
right place with the correct permissions, but because the vscan user is a special system user it cannot
normally run interactively on the system, but this can be changed by assigning a 'Login shell' to the user.

The reason that razor is run as this user is that it's the default for amavisd-new. From the diagram at the
very start of this document you can see that razor is called by SA, which in turn is called by amavisd-new.
All of these systems run as the vscan user so that they can easily pass the message between each other
without problems.

After testing, you will set this back to help keep your system a little more secure.
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Open YaST, select Security and Users then User Management.
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Select the Set Filter pull down menu and choose the System Users filter option. Now scroll down,
select the vscan user and click the Edit button.
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Select the Details tab and in the Login shell menu, select the /bin/bash option, then click Accept then
Finish.

Eile Edit VWiew Teminal Tabs Help

mailscan!= & i wsCan =
vscan@mailscan: Sroot> od -

vscan@mallscan: —= razar-admin -create

wscangmailscan: - ls ./, razar

razor-ajgent.cont server, shock, clougmark, com, cant  servers, discowery, 15T
razor-agent.log seryers, catalogue, st saryvers,nomination, 15t
wscan@mailscan: == l

Now change to the vscan user and change into it's home directory by running

su vscan
cd ~

Create a default configuration for the vscan user by running

razor-admin -create

There is a space between admin and -create

You can see the directory and configuration files it created by listing files in the .razor directory. The
period at the start of the directory makes it hidden so you won't see it by default.

Eile Edit Yiew Teminal Tabs Help

vscan@mailscan: == razar-admin -discover =
vEcan@mailscan: == razor-admin -registear
Error 202 while performing register, aberting.

vacan@mailscan: ~= razar-admin - register

fegister successful., Identity stored in Svarsspoolfamaviss. razorsldentity- ruBal
UlEw]

vacangmailscan: - ]

Now register razor2 with the razor network.

You should first let razor discover publicly available servers, then register it. You can either let razor
choose a user name and password for you, choose the user name but let razor generate a password or you
can specify the lot.

As the vscan user, run

razor-admin -discover
razor-admin -register

If you receive a 202 error while trying to register, try it a few more times and it should work. It's just a
sign of busy servers.

You can specify a username and password if you like. Just add
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-user=foo -pass=foopass
after the -register switch.
razor-admin will tell you if it was successful and where the identity information is stored.

Exit the vscan shell by running

exit

Normally after installing and configuring razor2 agents you would also re-start amavisd-new to let
SpamAssassin (yep, the dependencies are nested...) pick up the changes but in this case there are other
changes you are going to make before you need to do this.
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Install and setting up DCC

“The DCC or Distributed Checksum Clearinghouse is an anti-spam content filter. As of mid-2004,
it involves millions of users, tens of thousands of clients and more than 250 servers collecting and
counting checksums related to more than 150 million mail messages on week days. The counts can
be used by SMTP servers and mail user agents to detect and reject or filter spam or unsolicited
bulk mail. DCC servers exchange or "flood" common checksums. The checksums include values
that are constant across common variations in bulk messages, including "personalizations."

The idea of the DCC is that if mail recipients could compare the mail they receive, they could
recognize unsolicited bulk mail. A DCC server totals reports of checksums of messages from
clients and answers queries about the total counts for checksums of mail messages. A DCC client
reports the checksums for a mail message to a server and is told the total number of recipients of
mail with each checksum.”

Quoted from the Distributed Checksum Clearinghouse website
http://www.rhyolite.com/anti-spam/dcc/

First a blurb... it's worth it.

The DCC software is actually a collection of both server and client based programs. You will be installing
only one of the client programs as this installation isn't intended on reaching the sort of throughput that
dictates you install your own DCC server (around 100,000 e-mails per day).

The DCC client works on a different method to razor in that it doesn't actually detect spam, but does a
great job in detecting mass e-mails. The idea here is that spam needs to reach a massive audience to gain
any tangible returns. It sends checksums of incoming e-mail to DCC servers and checks how many
identical e-mails have been seen by the servers. Based on this information it can trigger DCC to mark it as
a mass e-mail.

Unfortunately this also means some heavy mailing lists, such as SUSE and others may trigger DCC rules
and add a score that will lean their total score towards spam. On the up side, the scores that are added are
small enough that almost all of these will still pass through as long as they are properly addressed, have
come from correctly configured e-mail servers and conform to correct Internet e-mail standards.

To overcome some clean e-mail that may be triggered, DCC also comes with a good out-of-the-box list of
addresses that are known to send out legitimate mass e-mails and can be configured (more on this in the
later Tweaks and Tightening section).

DCC will be automatically detected and used as a plug-in by SpamAssassin, so all you have to do is
install it and the system will do the rest for you.

Before you start, you will need to allow outgoing packets on UDP port 6277 and inbound replies from
UDP port 6277 on your firewall.

You will need to read your router/firewall manual for help if you don't know how to do this. The built in
SuSE firewall will work with DCC without modification.
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Distributed Checksum Clearinghouse

The current version of the DCC source is wersion 1.3 20, October 03, 2005, The DCC source is available at
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There are graphs of recer| @ You have chosen to open

dectarZ

which is & UNX-compressed file
frorn: hitp:livaiw. rhyolite.cam

What shauld Firefox do with this file?
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You will need to download the software from the Distributed Checksum Clearinghouse homepage at
http://www.rhyolite.com/anti-spam/dcc/

click the hyperlink on the main page with the version (currently 1.3.20), select the Save to Disk option
then click OK.

Save the file even if it gives you the option of opening it, as opening it will fail. I'm not going to get into
details here, but it's due to the type of archive it is along with what appears to be a security concern with
opening these archive. Rest assured this one is safe.

Eile Edit Wiew Teminal Tabs Help E?
mailscan: -~ & 15 dcc®

dcc, tar. &

mailscan: ~ & mw doc tar, 2 Svar/spoclianavis
mailscan: - & chown wscan Svar/spoolfamavisfdoc. tar. 2
mailscan: - &

Because this program needs to be installed as the user running it (vscan), at this stage it's easiest to copy
the archive and change ownership to the vscan user and it's home directory.

myv ./dcc.tar.Z /var/spool/amavis
chown vscan /var/spool/amavis/dcc.tar.Z
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Eile Bt Miew Temnal Taks Help

mailscan: -~ & Su vscan

wscangmailscan: Sroot= cd -~

vsCcan@mailscan!~= qunzip &oc, tar. I

vacan@mailscan: -= 15

amavisd.lock amavisd.pid amavisd. sock db doc doc. tar  tmp virusmails
wscangmallscan: = tar -xf doc.tar

wsCangmailscan = 1%

amayisd. lock amavisd, sock dcc #oC, tar  virusmails

amay isd. pid dis dec-1.3. 038 e

wECan@mailscan ;- i

Now to extract the archive. In a terminal run

su vscan
cd ~

gunzip dcc.tar.Z
tar -xf dcc.tar

You can now see a directory called dcc-1.3.20 (at the time of writing this. The version may differ
slightly).

Before installing dcc for the vscan user to use, you need to create a couple of directories inside the vscan
home directory for placement of the dcc programs and configuration files.

Eile Eot Miew Teminal Tabs Help

mailscan: -~ & sy wscan
vscan@gmailscan: froot= cd -~
vsZan@mailscan! = mldlr oo
vacan@mailscan: —= mkdir dec/Bin
vacangmailscan: —= ]

In the terminal window, still as the vscan user and make the directories required by running

mkdir dcc
mkdir dce/bin

The dcc configuration files will end up in /var/spool/amavis/dcc and the client program will end up in
/var/spool/amavis/dcc/bin

Now it's time to compile and install the software.

Eile Eab Miew Teminal Taks Help

vscangmailscan: = cd dec- 1.3, 28 &
vacangmailscan: ~fdco- 1.3, 3= | SoonTiqure - -disable- sys-inst - -disable-gocm - -hon
edir=$HOME /Ao - - hindl r=$HIME fecc/Din

ignare stray cache . /conTig. cache

creating cache | /fconfig. cache

Still as the vscan user, change to the dcc-1.3.20 directory then run the configure script, by running

cd dee-1.3.20
./configure --disable-sys-inst --disable-dccm --homedir=SHOME/dcc --bindir=SHOME/dcc/bin
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LPIELRLIIY FUM UATECLUNY ... J¥darsrun
checking Tor IPvE. .. yes

checking for Rszendte... no
updating cache ./contiyg. cache
creating ,fcantig, status

e e s R R R e cooCreating includesdor_contig. h
vscan@mailscan : -fdec-1.3, 20> ]

As long as you don't see any error messages, all went well.

Now install dec by running

make install

Again as long as no errors appear, it worked just fine.

Because SpamAssassin uses DCC as a plugin, SA will need to know where to look for DCC so you will
need to edit the SpamAssassin configuration file.

*local.cf (fetc'maillspamass assin} - gedit
File Edit View Search Tools Daocuments Help
b & . &d | & % % OO
Hew Open Save Prink Undo Reda Cul Copy  Pasie

[} Hocalcf %

# Add your own customisatiens to this file. See
Hail::Spamissassin: Conf!’

# for details of what can be tweaked.

#

¥ do not change the subject

# te change the subject, a.g. use

# rewrite header Subject =***3PAM(_SCORE ) **&=
rawrite header Subject

Set the score reguired before a mail is considered spam.
required_score 5.00

uncaomment, if you do not want spamassassin to create a new message
in case of detecting spam
report_safe O

| Ln 18, coll

Start Gedit, select File — Open Location and type in /etc/mail/spamassassin/local.cf

Add to the end of the file the following text:

dcc_home /var/spool/amavis/dcc

Save the file.

Lastly you need to configure DCC to start during system boot.
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*dcc_copf ('vapspooliamavisidoc) = gedit
Eile Edit Wiew Search Tools DQocumsants Help

b & .8 | & » ¥ ]
Mew Open Save Prink Undo FReda Cul Copy  Pasle
[ ~deoc_conf x

# additional DCC server checksums worthy of rejections or loggimg
CCCHM_XTRA_CESUME=

# umed to start decifd

# a common value is

¥ DCCIFD ARGEs="-SHELD -Smail host -S8ender -SList-ID"
DCCIFD_ARGE=

In Gedit open the DCC configuration file /var/spool/amavis/dcc/dec_conf

Scroll down the file and change the option

DCCIFD_ENABLE=off

to read

DCCIFD_ENABLE=0n

Save the file and exit.

Create a link to the startup file for the dccifd service so that you can control it using the YaST System
Services (RunLevel) editor, then Enable the service.

Eile Edit Wiew Teminal Tabs Help

mailscan:~ & cd Jetcfinit.d

mailscan: fetc/init. o & Ln -5 SvarSspaol/amavissdoc/Libexac/roOCo
mailscan: fetc/init. o &

Open a terminal window as root, and run

cd /ete/init.d

In -s /var/spool/amavis/dcc/libexec/reDCC

The In command will create a link of the same name to the startup file rcDCC, in the current directory

being /etc/init.d/

Now set the service to start automatically
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Do this by starting YaST, going to System, System Services (RunLevel), scroll down to reDCC and
click Enable, then the OK button.

You can see that although the status returned was success, in the Enabled column it still lists reDCC as
No but now with a star * against it. This is because the rcDCC startup script doesn't have information to
tell YaST at what point during the system boot up it should start the service, which you will now do

manually.

BS
=r
Is

= System Services (Runlevel): Details

12 Symple Made & Exper Mode
Sel default runlevel afier boaing o

[5: Full mutiuser with newwerd and display manager ﬂ
Senice [Running [& o [1 |2 |2 |5 [5 |5 |Descnption

nEddaEmon b 3 5 netdaemon, the network control and swit
newoik ves 2 35 Corfigure the network interfaces and sef
nfs Mo 3 s Impars remobe Metwok File Systems (4
nfsboat Mo 3 5 Lervice(s) needed with NFS

il seny Mo Star the kemel based NFS daemon

nscd Yes 3 5 Staf Name Serace Cache Dasmon
ntp Mo S1an network fime prolocal dasmen (NTH
opencl Ves Sart smarl card readers | |
prscd Mo FCSC daemaon handling smart card rea
peorlimap Wet 3 5 DARPA pol 1o RPC program number m
posthis Yes 3 5 stait the PosT MTA 5
powersaved Yes 2 35 aplimises power consumpticn, speciaty]
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raw Mo ravw-devices
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Oe =i [=IEE [ o3 Bz Os Os

Sjanstopefiesh * |sevmeset -

Click the Expert Mode radio button at the top of the screen, scroll down and highlight the reDCC

Page 54 of 119



service, then select the 3 and 5 RunLevel check boxes.

Click Finish and Yes to save the changes. If you re-run the System Services(RunLevel) editor again
you will now see a Yes in the Enabled column.
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Setting up amavisd-new

“amavisd-new is a high-performance interface between mailer (MTA) and content checkers:

virus scanners, and/or SpamAssassin. It is written in Perl for maintainability, without paying

a significant price for speed. It talks to MTA via (E)SMTP or LMTP, or by using helper programs.
Best with Postfix, fine with dual-sendmail setup and Exim v4, works with sendmail/milter,

or with any MTA as a SMTP relay.”

Quoted from the amavisd-new website at
http://www.ijs.si/software/amavisd

This program is the 'glue' between postfix and the anti-spam/virus scanners but it also does a few other
things such as attachment blocking and spam and virus detection notifications via e-mail.

Because SuSE 10.0 installs a much newer version than Maia Mailguard is expecting you will have to tell
YaST not to update this package any more so your changed executable doesn't get overwritten.

You will be using versions of the executable and configuration file from the Maia Mailgaurd website, so
at this point all you will do is set the YaST package amavisd-new to protected, thus stopping any SuSE
updates from taking effect.

Open YaST, select Software Management

YaSTa@mailecan

Eilke Package Extras Help

Filler: |S|:aﬂ:h ;l
Search: i Dot
[am;\.‘.ﬁ. ?_l 3 Update
Search L
-Search in Export This List ta Text File_.
[ Mame

In the Search field type in amavis then click Search. Right-click the amavisd-new package and select the
option Protected — Do Not Modify.

Due to a flaw(?) in YaST this change won't stick unless you install or deinstall something else from the
same media as where the application you want to protect was originally installed from, so for this build I
searched for and selected to install a package called Subversion, clicked on the Version tab then selected
the 'other' one in the list (they're both identically labeled so you can't tell which version is on the DVD vs
online). Subversion is a small version control program you can use to download the latest source code
from online repositories such as Maia Mailguard.

Now click Accept. You will notice only the subversion package gets installed.

If you want to ensure the amavisd-new package is in fact protected now, click the Install More button
and search for the amavisd-new package again and you will see it now has a protected icon. If it doesn't,
try installing something again but choosing the alternate location.

If your server has less than 384 Mb RAM, you may want to also reduce the number of amavisd-new
processes that run concurrently to save on system resources. To do this, reduce the $max_servers setting
from it's default of 2 down to 1 in the amavisd.conf file. If you do this it is assumed you're not processing
anywhere near 30,000 e-mails per day, given you're setting this system up on such a low end box.
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Setting up MySQL
The next task is to setup MySQL to store settings, statistics and e-mail for Maia Mailguard.

You will need to configure MySQL to start automatically during system boot, so run YaST and from the
Services menu in the left pane click on System Services (RunLevel) in the main window.

(I won't include a picture this time as you should know how to get there now.)

Scroll down and select the mysql service then click Enable.

Being the first time you start mysql, you'll see a special message pop-up with instructions on how to
change the mysql root password.

Click OK to the message, Finish then Yes to save changes and close YaST.

I strongly suggest you follow the instructions to change the mysql root password, by opening a new
terminal console as root and run the commands:

mysqladmin -u root password newpassword
mysqladmin -u root -h mailscan.retnet.co.uk password newpassword

where you type in everything in bold exactly as it is above, and your own details for the other parts.

IMMI [T e Ly
£y ¥ .

Now you should create a database (called a Schema) and user for Maia Mailguard to use. Fire up mysql-
administrator by selecting the Applications menu, System, Service Configuration, then MySQL
Administrator.

Log in as root.
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To create a new database, click on the Catalogs link then right-click under the mysql and test schema's,
and choose Create Schema. Type in a schema name.. I'll be calling mine maia for this example.
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Create the maia user by selecting User Administration, right-click in an empty area underneath the other
users and select New User. Type in the name and password you want to use for the database connection.
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Now click on @localhost under new_user then select the Schema Privileges tab.

Highlight the maia database then in the Available Privileges list, select the following privileges which
you add by clicking the Left arrow button: Select, Insert, Update, Delete, Create, Drop, Alter.

Click the Apply Changes button to save.
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If you get an error about duplicate users, cancel the changes, delete the maia user and do it again, this
time without pressing Apply Changes before clicking the @localhost link.

You're all done here so close MySQL Administrator.
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Configure PHP / Apache2
Maia uses the PHP language extensively but a path setting in the /etc/php.ini file needs to be modified

slightly for it to work.

Php.inii{fesch = gedit
File Edit Yiew Search Tools Daocuments Help
D & . &8 | & ¢ %
MNew open Save Print Undo Feda Cut

[ php.ini =

i BHP'z built-in default i= textshtml
default minetype = “text/hetml"
idefault_charset = "iso-28659-1"

i Always populate the SHITP RAW FOST DATA variable.
jalways populate _raw_post_data = On

R e I R R A A i ke
; Paths and I:l:i.:rm:tu:r:i\[:i'. H

|||||||||||||||||||||||||

} UNIX: "/pathl:/pathz"
jinelude path = . i/ /phps ineludes”

include path = ".:/usr/share’

i Windews: "spathl;wpathz"
4

Ln 413, Col 32

Using Gedit open /etc/php.ini

Scroll down and change the include_path setting to read:

include path = “.:/usr/share/php”;

By default it doesn't include . (dot) path meaning the current directory and Maia Mailguard will not work

without this.

Maia Mailgaurd also uses the Smarty template system for PHP, allowing easier development of themes,
so now you need to download and install Smarty.
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In a web browser, goto http://smarty.php.net, click the download link and download the latest stable

release.
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Extract the downloaded file by opening a new file browser window from the Places desktop menu, right-
click the Smarty-2.6.11.tar.gz file and select the Extract Here option. This will create a Smarty-2.6.11
or similar directory in /root

Now create the required Smarty directory in the php shared root directory by running in a terminal

window as root:
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‘mkdir /usr/share/php/Smarty

Lastly copy the Smarty library files into the directory you just created by running:

cd /root/Smarty-2.6.11
cp -r ./libs/* /usr/share/php/Smarty

Also the web server will need to be running (fairly obvious), so to configure apache2 to start
automatically during system boot, run YaST, select Services in the left pane then System Services
(RunLevel) in the main window.

(Again, I won't include a picture this time as you should know how to get there now.)

Select the apache2 service then click Enable and click OK and Finish.
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Maia Mailguard v1.0.0 installation

“Maia Mailguard is a web-based interface and management system for the popular amavisd-new e-mail scanner and
SpamAssassin. Written in Perl and PHP, Maia Mailguard gives end-users control over how their mail is processed by virus
scanners and spam filters, while giving mail administrators the power to configure site-wide defaults and limits.”

Quoted from the Maia Mailguard web site at

http://www.maiaMailguard.com

Now it's time to configure the final part of this solution. The web front end management to your e-mail
scanning gateway.

Download Maia Mailguard v1.0.0

8 MAllguEar: Flles - Mozilla Firees
Eile Edit Wiew Go Bookmaks Tools Help

'43 " * » @ a ﬁ '% hl‘lp.'.mnm.n';aiama.ilguar\d.:.nn\'dmm";md.p.hp [ 80 Go .i;:,au'nmri;d.nzw
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A Spam and Virus Management System
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Files

The Mafa Mailguard package consists of an official distribution, which containg all the necessary files to get
Balh the Basic and Advanced configurabions installed, and a sa1 of supplemental filkes which can be added at
aniy tirni o provide additional (or alternate) funchisnality.

Users are encouraged to contribute ther own modifications and patches, some of which may end u in
future "official” releases (with proper atiribution, of course), Liser submissions which don't make & into the
official release will be made available as supplemental filas.

Official Files

These files comprse the “official" Maks Maliguard distibution:
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Head over to http://www.maiaMailguard.com/download.php and download version 1.0.0
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Open the downloaded archive by opening root's home folder (the default), right-click the downloaded

Page 63 of 119


http://www.maiamailguard.com/download.php
http://www.maiamailguard.com/
http://spamassassin.apache.org/
http://www.ijs.si/software/amavisd/

file and select the Extract Here option.

This will create a maia-1.0.0 directory in /root with all the extracted files.

root - File Browser

Ed= Edit Mew Go Bookmarks Help
@ . S ] e =
Back Farsard Uip Shap Reload Home
i -|DHnm¢- Maia-1.0,0 '&, 100% @, wiew as lcons | &
@ IE IE
Deskiop amavisd-new-2 2.0 bin
m amavisd- maia-1.0.0targz
few-2 2.0 8ar gz
“maia-100" selected icoraining 10 items)

Configure scripts and templates

Maia Mailguard depends on a few templates and scripts to run outside of the web server's path, so now

you need to setup the directory structure and configure them for your server.

Eile Edit Yiew Temminal Tabs Help
mailscan! ~ & & vsCan
vacan@mailscan: Jsroots od -
vscan@mailscan: > mkdir maia

vscangmailscan: -+ mikdir maiasscripts
VSCANEMAilscan; ~= mkdir mala/templates
vscan@mailscan: = ]

Open a terminal window, change to the vscan home directory and create the maia directories as follows:

su vscan

cd ~

mkdir maia

mkdir maia/scripts
mkdir maia/templates

Eile Edit Yiew Teminal Tabs Help

vsCan@mailscan! ~fmala= exiT

exit

nailscan: /var/spaol/amavis/mala # cd - mala-1.0.0

mailscan: ~/maia-1. 8.8 & av Sscriptsst SvarSspaal/amavas/mazas scripts)
nailscan: ~/maia-1.8.8 & my | JSremplatass/* Svardsposlfanavis/mala/tamplatas/
my: cannot stat L Stemplatesssr’: Mo such Tile or directary

nailscan: -/maia-1. 0.0 & mv . Stemplates,/* Svar/spoolsamavis/maiastemplates,
nailscan: -/maia-1.0.46 # I

Now change back to root and copy the scripts and templates into their new home, by running

exit

cd ~/maia-1.0.0

cp ./sceripts/* /var/spool/amavis/maia/scripts/

cp ./templates/* /var/spool/amavis/maia/templates/

Because you'll be starting with the default maia configuration, now rename the database template file to a

Page 64 of 119



live version.

Eile Edil Yiew Teminal Taks Help
mailscanm:~/maia-1. 8.8 & od Svarssposliamavis/maiasscripts =
mailscan: fvar/spoolsamavis/maiasscripts & my . Sdatabase.crfg.dist . fdatabase.crfg
mailscan: Svar/spaal/amavis/maias scripts &

Rename the file by running
cd /var/spool/amavis/maia/scripts
myv database.cfg.dist database.cfg

For these files you need to modify their ownership and permissions, which as usual is easier to do at the
command line.

Back in the terminal window, run

cd /var/spool/

chown -R vscan:vscan ./amavis/maia

chown -R :www ./amavis/maia/templates
chmod 640 ./amavis/maia/templates/*.tpl
chmod 750 ./amavis/maia/scripts/*.pl

chmod 640 ./amavis/maia/scripts/database.cfg
chmod 711 ./amavis

These commands are explained as follows:

chown changes the user and group ownership of the directory and -R tells chown to do it recursively (i.e.
all files & folders beneath that level will also be affected).

You need to change the group membership of the templates to the www group so that the web server can
read them. If you don't, you will never be able to login and will receive various errors.

chmod modifies the file rights of the files or directories specified. The numbers are shorthand for what

rights the user/group/other has to that file or directory. 711 is a set of permissions added to the amavis
directory which will allow the apache web server to read the template files.

Now you need to edit the database.cfg file to tell Maia where your database is, along with login
credentials.
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*databazecly (varfspoallamawsimalalscripts) - gedit

File Edit View Search Tools Documeants Help

DE».E!E;% ﬁﬁn

MNew open Prnt Undo Redo Copy

[} *databasecfy X
Catabase configuration for Maia Mailguard perl scripts

[MEORTANT: Make sure this file is not world-readable!
Congider installing this file in & subdirectery beneath
your amavis directory, s.g. Svarfamevisd/maia, and et
the owner and group of this directery to your amavis
uger {e.g. “apavis"), and wse chmod 750 for this file.

= M OE E MR OE A

# Configure your databage DEN here
d=n = "DEL:mymgl imaia:localhost (3306"

¥ ¥Your datsbass user's= login name
useTname = "maia”

# ¥Your databame user's password

|| password = "passworf”

Using Gedit open /var/spool/amavis/maia/scripts/database.cfg and change the database username and
password to what you setup earlier in mysql. I suggest for a production system you don't use maia or
amavis as the username as these seem a little obvious, even though I'm using that for this guide.

Finally for this configuration stage, you'll need to edit the perl scripts in maia/scripts/ to tell them where

the database.cfg file is located.

“configtest pl {fvar'spoolamavisimaialscripls] = gedit

File Edit View Search Tools Dacuments Help

DEE.E:E;%

Hew open

&) *configiestpl %

Prink Undo Redo

¥ O O .

Copy  Pasle
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usa strict;
use ORI

# CONFIGURE THIS: Lecatien of your database.cfg file
my Scfg = "“svarsspoolfamavisSmaiasscriptssdataba
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fll # End of user-configurable portion.
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There should be no need to modifs
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Use Gedit, change the following maia perl scripts as outlined below

File to change Line to change from

Line to change to

configtest.pl my $cfg =
“/var/amavisd/maia/scripts/database.cfg”;

my $cfg =
“/var/spool/amavis/maia/scripts/database.cfg”;

“/usr/local/share/spamassassin’;

expire-quarantine-  my $cfg = my $cfg =
cache.pl “/var/amavisd/maia/scripts/database.cfg”; “/var/spool/amavis/maia/scripts/database.cfg”;
load-sa-rules.pl my $system_rules_dir = my $system_rules_dir =

“/usr/share/spamassassin’;
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File to change

process-quarantine-
sub.pl

process-
quarantine.pl

Line to change from

my $user_rules_dir =
113 : 190,
/var/amavisd/.spamassassin”;

my $cfg =
“/var/amavisd/maia/scripts/database.cfg”;

my $cfg =
“/var/amavisd/maia/scripts/database.cfg”;

my $key file = undef;

my $subroutine =
“/var/amavisd/maia/scripts/process-
quarantine-sub.pl”;

Line to change to

my $user rules dir =
“/var/spool/amavis/.spamassassin’;

my $cfg =

“/var/spool/amavis/maia/scripts/database.cfg”;

my $cfg =

“/var/spool/amavis/maia/scripts/database.cfg”;

my $key file = “/var/spool/amavis/maia.key”;

my $subroutine =
“/var/spool/amavis/maia/scripts/process-
quarantine-sub.pl”;

my $pid_file = “/var/amavisd/.process-
quarantine.pid”;

my $pid_file = “/var/spool/amavis/.process-
quarantine.pid”;

send-quarantine- my $cfg = my $cfg =

digests.pl “/var/amavisd/maia/scripts/database.cfg”; “/var/spool/amavis/maia/scripts/database.cfg”;
! Do not put a my $base url = “http://www.example.com/”; my $base url =

trailing slash on the “http://mailscan.retnet.co.uk/mail”;

URL!

my $template dir =
“/var/spool/amavis/maia/templates”;

my $template dir =
“/var/amavisd/maia/templates/”;

my $cfg =
“/var/spool/amavis/maia/scripts/database.cfg”;

my $cfg =
“/var/amavisd/maia/scripts/database.cfg”;

send-quarantine-
reminders.pl

my $cfg =
“/var/spool/amavis/maia/scripts/database.cfg”;

my $cfg =
“/var/amavisd/maia/scripts/database.cfg”;

stats-snapshot.pl

Setup the Maia database tables in MySQL

To import the database schema into MySQL is a single terminal command.

File Edit iew Teminal Tabs Help

mailscan: ~/maia-1.0.8 # mysql -u foof -p mala < Sroofsmala- L. 0. 0/mala-mysql.sql 2
Enter passward:
mailscan: —/maia-1.0.0 2 g

In a terminal window as root, run
mysql -u root -p maia </root/maia-1.0.0/maia-mysql.sql

You will be prompted for the root password (maia is not the password in the line above. This is actually
the database name). After entering this, as long as no errors appear it has worked successfully.

Replace amavisd-new with a maia patched version
You need to replace both the executable and configuration file.

To start the change, shutdown amavisd, which is easier at the command line.... run

/etc/init.d/amavis stop
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Rename the original executable version of amavis by running

‘mv /usr/sbin/amavisd /usr/sbin/amavisd-orig

Now copy the new version over using the same name as the original by running

‘cp ~/maia-1.0.0/amavisd-maia /usr/sbin/amavisd

To replace the SuSE default amavisd configuration file, copy the maia version over:

myv /etc/amavisd.conf /etc/amavisd.conf.orig
cp ~/maia-1.0.0/amavisd.conf.dist /etc/amavisd.conf

The following configuration changes are initial only. You should visit
http://www.ijs.si/software/amavisd/ and have a read to see what other options are available.

Using Gedit, open /etc/amavisd.conf

Tip: It's generally easier to read these files without the text wrapping over lines. To turn this off, select
the Edit menu then preferences. Select the View menu and unselect the option Enable text wrapping.

Scroll down the file and check/change the following:

Change the $daemon_user and $daemon_group to the user/group that will run amavisd, so that it looks
like:

$daemon_user = 'vscan';
$daemon_group = 'vscan';

Change $mydomain to your e-mail domain name, so that it looks similar to:

‘$myd0main = 'retnet.co.uk’;

Set the SMYHOME variable to the vscan home directory, so that it looks like:
‘$MYHOME = '/var/spool/amavis';

Scroll down to the $log_level line. You will want to increase the log verbosity for testing purposes, so
change the default setting of 0 up to 5. Once you're done testing, decrease it down to 2. The level of 2 will
show all scores for each test that matched each e-mail which will be very handy in troubleshooting scores
of e-mails that either pass through or get caught.. and you will get these requests.

$log_level =5;

Scroll down a little further and make sure SpamAssassin network tests are enabled, by checking that
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$sa local tests is set to zero (it should be by default)

$sa_local_tests_only = 0;

Scroll down a couple of lines further and change amavis and password to whatever you are going to
setup in MySQL for the username/password combination in MySQL which is setup in the next section:

‘@lookup_sql_dsn = (['DBI:mysql:maia:localhost, 'user’, 'password'] );

Scroll down to the $virus_admin option. I choose not to send e-mail notification of spam or viruses to
an admin, as there's too much spam to contemplate sending notifications for those, and most viruses are
sent from computers infected with mass mailing worms or viruses of their own.

I suggest you put a comment, (#) hash symbol, in front of the $virus_admin option so that it looks like

#$virus_admin= “virusadmin\@mydomain”;

However if you do want these notifications, change virusadmin to your own name, and enjoy the extra
mail!

Just below these lines, comment out all the @addr_extension lines. These lines are used for what's
called 'plus addressing'. When these options are enabled, if spam and/or viruses are configured to be
passed through the system (and usually tagged to identify them as spam/virus), amavisd-new will add the
suffix as defined by the options to the user's name e.g. jsmith+banned@retnet.co.uk.

E-mail servers that recognise this form of addressing will automatically place the e-mail in a sub folder of
the same name in the users mailbox (wouldn't it be nice if most well known commercial systems handled
this!), but most don't and simply bounce the message as they see the address extension as a literal part of
the user's name.

Make the lines look like:

#@addr_extension_virus_maps
#@addr_extension_spam_maps
#@addr_extension_banned maps
#@addr_extension_bad_header_maps

Set your gateway hostname by changing $Smyhosname to look like

‘$myh0stname = 'mailscan.retnet.co.uk'; # must be a fully-qualified domain name!

Find the anti-virus section starting with:

['ClamAV-clamd',

and change the \&ask _daemon line, so that the lot looks like:

['ClamAV-clamd',
\&ask daemon, ["CONTSCAN {}\n", "127.0.0.1:3310"],
qr/\bOKS$/, qr\bFOUNDS/,
qr/~.*?: (?!Infected Archive)(.¥*) FOUNDY/ |,
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You're finished with this file now, so save the file and close the text editor.

Now re-start the modified amavisd-new service by running

‘/etc/init.d/amavis restart

If all goes well you will see a green done notification.
If you get a (@decoders error, make sure you have downgraded the amavisd configuration file as 1
pointed in earlier in 'Setting up amavisd-new'.

Confirm your Maia configuration
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To test the setup to date, in your terminal window, run

/var/spool/amavis/maia/scripts/configtest.pl

If the test passes, everything except DBD::Pg will return a result of passed or OK.

The DBD::Pg test is only applicable if you are using a PostgreSQL database server, which you aren't if
you've followed my instructions.

Install the website files
It's now time to install the web site files that will be served up by Apache.

Typically these files are installed in a directory such as mail, so that you visit a URL such as
http://mailscan.retnet.co.uk/mail but you can install them anywhere you like.

Eile Edil Yiew Teminal Taks Help

mailzcam!s & cd ~fmala-1.8.0

mailscam: -/maia-1. 0.6 & makdir JsrvSwaw/htdocs/mail
mailecanm: —/maia-1. 0.0 2 cp -R . /phps* Sarviwwa/hitdocs/mail
mailscan: ~/maia-1.8.8 2 ]

It's quicker using the command line so this is what you will use.. it's also good practice.

Open a terminal window as root, make a mail directory off the root of the web server, change into the
/root/maia-1.0.0 directory then copy all the files in the php directory over, by running

mkdir /srv/www/htdocs/mail
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cd ~/maia-1.0.0
cp -R ./php/* /srv/www/htdocs/mail

Lastly you need to change permissions on the ../mail/themes directory to allow the web server write
access.

To do this, in the console run

chgrp vscan /srv/www/htdocs/mail/themes/*/compiled
chmod 775 /srv/iwww/htdocs/mail/themes/*/compiled
usermod -G vscan wwwrun

These settings in order:

- change group membership to the vscan group for the matching directories
- change file permissions for the matching directories

- Add the web server user to the vscan group

And lastly re-start the Apache2 web server to pick up the new group assignment from the previous
command, by running

/ete/init.d/apache?2 restart

Configure the PHP website

You now need to make a couple of modifications to the website configuration file, to tell it where the
database is and the type of authentication into Maia Mailguard you want to use.

First rename the template configuration file by running

cd /srv/www/htdocs/mail
myv ./config.php.dist ./config.php

Now edit the file using Gedit

Tip: You can run gedit from the command line saving you a few mouse clicks. In the /mail directory run
gedit ./config.php to run gedit with the config.php file reading for editing.
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*comfig.php (snewww itdocsimail) = gedit
File Edit wiew Search Tools [Qocuments Help

B & . B & )| % ¥ B OB .
MeEw Cpan Sawe Print Undo Reda Cut Copy Pasie
[@ *configphp =
rr NN LalLur Eaneg A
/¢ "dbase" (dBaze)
£ asgl™ (Hini SQLY
ff "mEsgl” {Hicrosoft 5QL Serwver)
Ff "ooiat (Oracle 7780810
44 "odbe" ({DOBRZ {Open Database Conmectivity))
/4 "aybase" (SyBase)
/4 tmglite"  (SQLite)
FFomif {Informix

ff "Ihegl" (FrontBage)
o

AF For more detailed informaticn on the DSN ayntax, see
#f http:sspear . php.net /manualsens package .database . db. intro-dsn . phi

Aromaia 2ql den = “dbtype:/ssdbuser :pagswdetep hostname ! por L) /maia’

sql dsn = "mysgl://moia;:passworddtcp(localhost 3306) /madia’;
/r5mada_sql_dsn = "myaql:/sdbuser : passwd@undx | svar Stmpsmysgl. acck)
/fomaia =gl den ‘ayvegl: /fdbuser - passwd/mais” ;

Ln 111, Cel 70 | Ms

Using Gedit, open the file /srv/www/htdocs/mail/config.php

Scroll down to the $maia_sql dsn line and change amavis to your database username and change passwd
to your database user's password, so that it looks something like:

$maia_sql_dsn = "mysql://maia:password@tcp(localhost:3306)/maia"’;

Also if you choose to enable pie graph charts on the statistics pages (more on that later), the default
graphing font is a less than ideal, so to improve it you can specify your own by scrolling down a little
more to the $chart_font="'; section and change it to look like:

$chart_font='VeraBd';

The font specified can be any truetype font on your system. With no path specified PHP will look in
/usr/X11R6/1ib/X11/fonts/truetype/ and will also assume a .ttf extension. If the truetype font you want
to use is installed elsewhere on your system, you will need to explicitly specify it here. For example to
explicitly specify the VeraBd font it would look like:

$chart_font="/usr/X11R6/1ib/X11/fonts/truetype/VeraBd.ttf;

One last note on fonts is that if you already have a valid Windows license, you are allowed to use any
truetype font on that windows system as well, by copying them from the C:\Windows\Fonts directory.

Save the file and exit.

In this example we are using Internal authentication, meaning users will be setup for authentication
against the Maia database, although you can configure it for LDAP v2, Exchange 5.5 (experimental),
POP3, IMAP or SQL (another SQL database) authentication. Read the Maia Mailguard installation notes
on their website for more information on extending this functionality.
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Test your Maia Mailguard configuration

This is quite easy. Just open configtest.php in your Firefox web browser

Mazilla Firsfax

Fil= Edil Weew Go Pookmarks Toals Help
@B -6 O R (O micammalinncorgesphp [l @ 6L

[0 SUSE LINUX (2 Entetainmert CIMews [C3intemet Search 03 Reference (3 Maps and Directions (3 Shopping

Maia Mailguard Configuration Tester

File Permissions

PHP

register_globals

PEAR

PEAR: -Mail_Mime

PEAR::B

PEAR::DB_Pager

PEAR: Met_Socket

PEAR: Met_SMTP

PEAR: Auth_SASL

PEAR::Net_IMAP

PEAR::Net_FPOF3

PEAR:Log

IMAR library

| LDAR korary
MCrypt ibrary

1| BC math ibrary

J| @d graphics library

Done

3

In your web browser goto the address http://mailscan/mail/admin/configtest.php

As long as you got no errors, which should be the case if you've followed this guide, then it's almost good
to go. (Re-visit the installation or configuration section for any related errors)

Generate your encryption key

Maia can store e-mail in MySQL in encrypted form to protect sensitive e-mail from prying eyes.
Although optional I think this should be mandatory considering the potential for abuse.

It uses 56-bit blowfish encryption so it's quite reasonably secure.

To create your key file, in a terminal window and as root run

cd /var/spool/amavis/maia/scripts
.J/generate-key.pl > /var/spool/amavis/maia.key

It's also good practice to keep a separate backup copy of this file in a safe place just in case something
should happen to the original, as you'll need it to recover any e-mail in the database.
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Load SpamAssassin rules into Maia Mailguard

Amavisd-new will use SpamAssassin to perform spam checks on incoming e-mails and Maia Mailguard
will read the e-mail headers that are added as a result.

In Maia Mailguard you can see what rules were triggered and the score for each rule for an e-mail by
opening that e-mail in the quarantined e-mail view (will only show basic text or html, and won't run
anything so you can even view virus e-mails safely this way), or by checking the system wide
SpamAssassin statistics page.

For Maia Mailguard to tally up what rules are being used and their associated scores, you will need to run
a script to load those details into the MySQL database.

Open a terminal window and as root run the following command

/var/spool/amavis/maia/scripts/load-sa-rules.pl

It will display each rule as it find it.

IMPORTANT NOTE: Every time you add new SpamAssassin rules or change their associated scores you
will need to re-run this script in order to update the Maia Mailgaurd database. If you don't, no harm will
come of it, although you will not be able to see associated statistics of SpamAssassin rules and scores.
You can alleviate some pain here by adding this script to a cron job for the root user to run say once per
day, so even if you forget to run it yourself, the system will be automatically updated.
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First time login

If you are going to use any authentication method other than internal authentication such as POP3, IMAP
or LDAP you do not need to perform the Internal authentication setup and can move onto registering
yourself as the Super Administrator that is detailed next.

Internal authentication setup

If you are using the Internal Authentication method (as I am), open your web browser and hit the
address: http://mailscan/mail/internal-init.php

Eil= Edil “iew Go Pookmarks Toals Help
a-»-20%8 "H_;’JI‘r!tl'-'-'mailscam'maill‘inlemal-inillphp |"' &5 Go I-GL

(3 5USE UNUE [ Entertainment £ News (3inb=met Search () Reference [ Maps and Directions (3 Shopping

Vo N Maia Mailguard
i} Q Internal Authentication

Yersion 1.0.0

Initial Settings
Template file (with path) for e-mail sent to new users: L‘farﬂspu-ul;'ammmam‘bcmplaltmwm:ﬂ:l
URL new users should visit to login: hatp simailscanimad
E-mail address users should write to for help: luppatrelnet ca.uk
| Eﬂnxll:l:::?re:s your login credentials shoubd be ERplengensca il
|| Downstream Mailserver IP address (after ecanning): localhos!
Downstream Mailserver port (after scanning): |1|:-|:-25-

Intialze Intemal Authenlicatan

As long as your using the Internal authentication method (as is the case in this guide) you will see this
screen. If you just get a blank screen, make sure permissions are correct for the /mail/templates
directories and that php.ini has the current path in it's include path statement.

In the Template file field, type in the full path, of

‘/var/sp0ol/amavis/maia/templates/newuser.tpl

In the URL new users field, type the full URL to your e-mail gateway login page, being something like

‘http://mailscan/mail

And the other settings should be self explanatory.

Hit Initialize Internal Authentication
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=|Mail From: Maia Mailguard <support@retnet.co.uk>
Eile Edit Wew Actions Tools ‘Window Help

¥ close Blreply -~ Elromard - T - | E» & 8 by,

il lProperties ] Personalize ]

»

i

‘Welcome to Maia Mailguard!

Maia Mailguard is & spam and virus management system installed at your mail server by vour administrakor
{support@retnet,co.uk), Maia Mailquard lets vou control how the e-mail wou receive gets filtered, and gives you
access to the quarantined mail that gets filkered on vour behalf,

‘ou can login to Maia Mailguard by going to http:fmailscanimail and supplving the Following temporary login
credentials (Mote: both the username and password are case-sensitive!):

Usernamea: stephen@retnet.co.uk
Password: ZuJcLarh

After you login, wou can change wour username and password to something more memorable,

For further information about Maia Mailguard and for help configuring wour mail Filker settings, contact your mail

adrinistratar, supporti@retnet. co.uk,

You should at this point see an e-mail in your regular inbox. If not, there are 3 common reasons:

1) You typed in the wrong path to newuser.tpl in the internal-init.php file(will be seen as “fopen”
errors in the Apache?2 error log file at /var/log/apache2/error log)

2) Permissions are not correctly set on the template directory so that the wwwrun user that Apache2
runs as cannot read the newuser.tpl file (will be seen as “fopen” errors in the Apache?2 error log

file)

3) Postfix is not set correctly to relay for your domain in /etc/postfix/main.cf. Most common error
I've seen is there should not be an @ symbol in the relay domains option.

By the way, this is a test box and doesn't actually exist, so don't bother trying to log in with either these
user names or passwords on my own website as they simply won't work... because they don't exist.

Note down the user name and password.
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Super administrator registration

Now to register yourself as the super administrator, log in via the web page:

http://mailscan/mail/login.php?super=register

Maia Mailguard: Cogin - Mezilla Firefox
Eilz= Edil View Go Hookmarks Toals Help

43 - ﬂ' - ﬁ;} B ﬁ 'ﬂlTdh'n'.'mailscam'mail.l'loynphp'.‘supo:l‘-reysl;cr |"' B Ga |-I'_T.|__

3 SUSE LINUX (3] Ent=rtainmert C3News [Jintemet Search () Referance [ Maps and Directions (3 Shapping ¥

Maia Mailguard 1.0.0
[& A Virus and Spam Management Soalution for Email
Login
Usermame; [siepheng@reinel oo uk
Fassword: [reeee )

Viaiting for madscan -]

Once logged in, you'll be at your personal Welcome page.
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A s Mg Welcome - Mol Firefox
File Edt view Go Bockmarks Tools Help

@ - -8 O 5P vpomaiscaumalmwelcame pho || oo |G

[asuse umux CIEnedamment I Hews (O intemet Search (3 Reference [ Maps and Direcions 03 Shopping

Maia Mailguard

Welcome
L -. b ; User: stephen@reinet.co.uk

S A 2 4 MM P

Welcome to Maia Mailguard!

Take aclion against the onslaughl of unwanbed email with Masa Mailguard. When mail is listed in the: lower right
pane, you can iran Maia regarding (he diterence betwean gaod email (nan-spam) and urwantad amail (%pam)
Flaase lake the tme o be sure thal all tams are reporled correcdy; if you don't have ime 1o do 2o, plaase delale
all the tame rather than raparting $em inconmecty.

Keep in mind, Mala can and will repen tams confemed as spam o oher senicas and auhoribes. By keaping up
with the reporing pracass, you can help fight the spam war.

Current protection Cache Contents 3
level: | You have O tems in your non-spam cacha.
I ) Click here o help rain he Hler, of fo repon a
Off |RegpetCenlifif] apam message that was mizsad,
# O -."-, ‘You have D flems in your spam cache.
- L e Click hara ta rapartit, or 1o rescue a
Low [Report'Rescua] message that was mistakenly biocked
™ Madium g ‘ou have O fems in your virue cacha,
" High £ Click hora b delete &, or o rascue a
[Delete/Rescue] message that was mistakenly blocked
Change Level ] .
— ‘You have D tems in vour banned-file cache. | Ed
Crane il

The settings you see on this screen are for your own personal account, as denoted by the User under the
Welcome title at the top.

The Current protection level setting is a predefined set of options for what checks take place and at what
score e-mail is considered spam. These are configured in /srv/www/htdocs/mail/config.php under the //
Default Protection Level section and the default settings are:

Off — No scanning at all occurs (default)
Low — Virus protection only

Medium — Spam is marked at a score of 5 but not quarantined, all attachment types and e-mails with bad
SMTP headers are allowed

High — E-mails are tagged with spam scoring information at a score of 1 and quarantined at a score of 5,
all attachments types, bad headers and viruses are quarantined.

For testing purposes you will be creating custom protection settings, so for the moment this area won't
apply. After testing, set the protection levels how you see fit, then use the predefined protection level for
all users for easier day-to-day use.

The Cache Contents area is a quick view of what e-mail is currently quarantined in your cache and at the
bottom of the screen are some quick overall stats on how many spam and viruses have been caught for
yourself and the entire system.
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It generally makes sense to setup the overall site settings first, so click the key icon AC) (third from right)
to enter the admin section of the site then the System Configuration link.

Maia Madlguard: Adminisiratan: System Configuration - Mexilla Firefox
Fil= Edt View Go Bookmarks Tools Help

o - B - {%ﬁ ﬂ ﬁ W hiprmaitscanmaliadminsystem php |~ s e [[GL
Csuse umux CIEntedamment ] Hews O Intemet Search 2] Reference |:|Maps and Direcians I:‘lshnpping 3

fy Administration: System Configuration

@ User: stepheni@reinel.co.uk &
S @ ﬂ @ ﬂ B ? ﬂ_

System Configuration

Enable auto-creation of user accounts? [#] C owes & Mo

Aute-issus passwards b new accounts? [7] F owes 1 No

Emabli tracking of falze negatives? 7] = wen { no

Enable tracking of statistics? [7] % wen Mo

Allow users io enabledizable virus scanning? [7] * was | Mo

Enable wirus scanning? [7] Fowes ¥ o

Enable spam fillering? [7] F owes 1 Mo

Allow uzers o enabledizable spam filkering? (7] = ovea U ne

Enable banned file attachment checks? [7] Fowen Mo
E .:;nw users 1o enable'disable banned file attachment checks? e
|| Emable checks for invalid mail headers? [7] * ves | Mo -
| Crane =

Of course you can change anything you like in here, but to start with it's best to leave most at their default
until after you've read the associated help — click on the ? symbol next to each item for an explanation.

The first option, Enable auto-creation of user accounts? can be either a major headache or an
administrative life saver. Leaving it set to No means an administrator will need to create each user
account on the system manually. Changing to Yes will enable Maia Mailgaurd to automatically create a
user account the first time an e-mail is sent to a user of any configured domains. If your postfix
installation does not verify the recipient names are valid e-mail addresses, this can create potentially
thousands of dummy accounts, usually caused by spam dictionary attacks. Information on configuring
postfix to perform recipient verification is available in the Tweaks and Tightening section.

The Mail size limit is of particular note as mail size settings can be configured in postfix, SpamAssassin,
Maia Mailguard and MySQL, all of which have different meanings.

The size description here relates to the mail size in raw (encoded) format, so if the e-mail has binary
attachments, then the 'human readable' limit is somewhere around 700 - 750kB in binary form, due to the
way binary attachments are encoded for SMTP delivery.

This setting relates to the upper size limit of e-mails that Maia Mailguard will perform content-filter
checking on. Note that the MySQL max_allowed_packet setting in /etc/my.cnf must be set to AT
LEAST the same value as the Maia Mailguard Mail size limit. If you do not, Maia will fail to quarantine
e-mail between the max_allowed packet size and the Mail size limit, which you will never want.

Page 79 of 119



MaiA il guarel Adminisiration: Sysiem Configuration - Mosilla Firsfox
File Edt Wiew Go Bookmarks Tools Help

Q- B - E@ ﬁ ﬁ % hpormaitscanimaliadminsystem pho |=| S oo |[IGL

Casuse UMUX 3 Enedammeant 3 Hews (2] Intemest Search ] Refarence DMaps and Cirecdans I:IShnpping k
Should the System Default user (@.) only caich mail for local Fina L3
recipients? [7]

Mail size limit (bytes): [7] [oooas

Oversized items should be... [7) " hocepted ¥ Resected

Update Sesings | Resel Fom |
Paths & Ports

Administrator's contact e-mail address: [7] leuppargeme co uk
Downstream SMTP server (MTA-TX): [7] facalhost
Downstream SMTP port number: [7] W
Encryption key file joptisnal): (7] flowfish key
Template file for e-mail sant to new users: [7) |.'-u.ar.",p[:nln'.am.a'-'i',l'm.ana.'JI:mpla‘.c‘;.'nnwu';-:rIpl

Update Setings | Resel Fom |

Cache Expiry & Quarantine Reminders o

Dans =

If you want to automatically trust any e-mails that are larger than this, change the Oversized items
should be option to accept.

To keep things simple, it's generally a good idea to set the Oversized items should be setting to reject,
and keep the Mail size limit (note the postfix default is 10Mb, while in Maia it's 1Mb) the same in Maia
Mailguard as it is in postfix.

So for this guide, change the Mail size limit to read 10240000

A quick jump from the current setup of Maia Mailguard if you want to increase the mail size limit from
the postfix default of 10Mb.

If you do this, you need to edit the postfix configuration file /etc/sysconfig/postfix and change the
setting POSTFIX ADD MESSAGE_SIZE LIMIT="10240000" to the number of bytes for your
upper mail size limit. After this, you'll need to open a terminal console and run SuSEconfig to update
the postfix configuration file and lastly run postfix reload for postfix to read the new setting. Then in
Maia Mailguard, change the Mail size limit setting to be the same. And lastly the MySQL setting if you
want the option of quarantining these.

Lastly on e-mail sizes is a note on SpamAssassin. It will by default only scan for spam in e-mails up to
250Kb in size. The thinking by the Apache group who develop SA is that no spammer in their right mind
would send e-mails larger than this, else it would end up costing the spammer too much money to send
the e-mails out. To date I've never seen a spam e-mail over 20Kb in size so you're fairly safe with this
default setting.

Page 80 of 119




Administrator's contact e-mail address: [7] stephen@remetoo,uk

Downstream SMTP server (MTA-TX): [?] locathost

Downstream SMTPR port number: [?] 10025

Encryption key file (optional): [?] Joarfspooliamavsmaia key

Template file for e-mail sent to new users: [7] Mearspoolfamavis/maiafemplatesnewuser ipl

[ Updete Setings | | ResetFom |
Cache Expiry & Quarantine Reminders

Expiry period for quarantined mail (days): [7] 30
Expiry period for cached non-spam (days): [7] 5
E-mall reminder threshold {items): [#] 100
E-mail reminder threshold (size): [7] 500000
E-mail reminder template file: [7] Foarfspooliamavisimaiafhem plabesreminderipl
Maia login URL for e-mail reminders: [?] bt oy rtned cio. kil
| Update Setings | | FesetFom |

Scroll down and add the full path to the Encryption key file (optional): field to read

‘/var/spool/amavis/maia.key

In the following section Cache Expiry & Quarantine Reminders change the E-mail reminder
template file: setting to be the full path of the file, like

‘/Var/spool/amavis/maia/templates/reminder.tpl

You need to do this else Maia Mailguard won't find the template when it tries to e-mail end users to
remind them to confirm their spam and non-spam (clean mail). You can also customise the reminder
template, which is covered in the Maia Mailguard installation guide at
http://www.maiamailguard.com/install.php under the 18. Customise the e-mail templates section.

For this guide you won't be setting up per-user settings, thus negating the need for sending reminders but
at least this setting is now correct if you ever decide to use it.
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The Display and Virus Information sections !
are pretty self explanatory, although it's worth
noting there are license restrictions on how
much you can change the display without
having to pay the author which allows you to
remove all traces of the Maia Mailguard logo
from the site. Read the license note at Kot frane

http://www.maiaMailguard.com/license.php .

Statistics
User: stephen@reinet.co.uk

D L @ 4d v 1 g

As of: 2005-12-31 11:28:47 GMT

Bandwidth Accounting lets you see how _ Y !
much your e-mail is really costing you on j e ( mtonad srom
average per day. Enter your currency symbol '
and the cost per gigabyte that your bandwidth b
costs. If you have a leased line and pay for
truly unlimited bandwidth, see if you can get

some apcountlpg info on cost and bandwidth Statistics for All Users
utilisation statistics from your ISP to help you = Scors Size (kE)  Bandwidihiday
ﬁgure out and average. Mail Type Count lems/iday Pct Min Max Avg Min Max Avg MB Cost ($)
Unipordirmed Mon-spam - - - - - - - - = &
Conlimmed Non-spam 1 1 ¥ 200% 0000 2139 R1iER 04 04 04 000 a0
False Pogitives " . " . - . . . - 2
Site Statistics Reporting is a nice way of Suspected Spam : S P [t Do Bt v R e B
. . el sl Bpam 3 (1F 8 Eb]l:r“.“. I:IGII O.Iiﬂl II:IBDII o4 I]-l- U.A oon (FLiE]
letting the people who develop Maia e T T T R e B T T

Mailguard know how well it's working in real  wesie tems
life at other sites. If you're interested in -—_--—----—

VirusssMalears 0 = o4 04 04 000

joining in, you'll need a Maia ReporterID
which you can read about by clicking the ? against the Your site's Maia Reporter ID: field.

The Charts section will allow the display of graphs representing the statistics it accumulates.
Change this to Yes if you want users to have the ability to see these charts.

Users, including yourself will also need to set the miscellaneous personal setting 'Display Graphical
Charts?' to Yes — This is explained in the next section.

An example of what the charts should look like for spam is here. The chart for viruses is basically the
same.

To access site wide spam, virus and SpamAssassin rule statistics, at the Statistics page (by default your
own stats) click the link at the bottom of the page.

To finish scroll to the bottom and click Update Settings.

With the base configuration out of the way you need to understand the different levels of settings in Maia
Mailgaurd being

- Domain: System Default (@.)
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- System Default User (@.)
- Domain defaults (e.g. retnet.co.uk), and

- User defaults (e.g. Stephen(@retnet.co.uk).

Any domain settings will override the system default settings and any personal settings will override the
system default user and both the domain and system defaults.

E-mail for domains that are relayed by the gateway but not specified in Maia Mailgaurd will be scanned
based on the Domain: System Default (@.) settings.

This means as an administrator although you set up the defaults, a user with a Maia account can override
settings for their own e-mail needs, for example by decreasing the score threshold for spam or disabling
virus checking altogether (although these options can be disabled by the admin as well so end users
cannot change them).

So now you should configure the Domain: System Default @ settings. Click the key icon then select
the Domains link then the System Default @. link to open the default domain properties page.

Domain: System Default (@.) 7
Virus Scanning * Enabled  Disabled
Detected viruses should be... " Labeled + Quarantined  Discarded
Spam Filtering # Enabled  Disabled
Detected spam should be... " Labeled ¢ Quarantined ¢ Discarded
Add a prefix to the subjects of spam? * Yes = No
Add X-Spam: Headers when Score is == 350
Consider mail "Spam’ when Score is >= E
Quarantine Spam when Score is == |5‘-:I':I ooa
Attachment Type Filtering  Enabled  Disabled
Mail with dangerous attachments should be... © Labeled *~ Guarantined ¢ Discarded

By default no virus or spam scanning takes place, so you should probably change these.

In the Virus Scanning field, change it to Enabled and in the Detected viruses should be ficld select
Quarantined. This will let you rescue an e-mail caught with a virus if you need to.

In the Spam Filtering field, change it to Enabled and in the Detected spam should be field select
Quarantine. By quarantining spam you can recover false positives and can also confirm the e-mails as
spam which makes the Maia statistics page more accurate.

There's no real need to prefix the subject of spam if you're quarantining it, so leave this set to No.

At the Add X-Spam: Headers when Score is >= field, change it to -999 This will mean all incoming e-
mail will have headers added to them which will help you identify why certain e-mail was or was not
identified as spam.

At the Consider mail 'Spam' when Score is >= field, change it to 5 This is the SpamAssassin default
value and is a reliable setting for me. After some time you may find that some spam e-mails are sneaking
in just under the 5.0 score limit, at which point you may decide to reduce this value, but for the time
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being, I'd suggest 5 is a good start.

The Quarantine Spam when Score is >= value is only used when spam is labeled and passed through
instead of quarantined. The idea here is that if a spam e-mail registers a high enough score, then don't
send it through to the end user and automatically consider it spam. If you choose to quarantine spam
anyway, this setting is irrelevant and you can leave it.

Change the Attachment Type Filtering to Enabled and set it's action to Quarantined.

At this point leave the Bad Header Filtering at Disabled. The tests done for this check to see if the e-
mail header conforms to proper Internet standards. If it doesn't, chances are it's a malicious e-mail or
spam sent from a home made program that's been written in a sloppy manner. In this case the first e-mail
will be sent using the telnet program and won't conform to it's strict tests. You can turn it on after the test
to ensure it's all setup correctly.

To properly train SpamAssassin and produce accurate statistics in Maia, you should change the Should
non-spam items be cached? to Yes. This allows Maia Mailguard to train SpamAssassin on what is clean
e-mail which will over time help your system become more accurate. If you don't, the SpamAssassin
database will become biased towards spam and you will get more falsely caught spam than you would
otherwise.

It also is a good way of identifying spam that passes through. By telling Maia Mailguard an e-mail it
thinks is non-spam is actually spam, it helps it to report this to SpamAssassin which will learn to identify
that and similar e-mails in future as spam.

Click the Update This Domain's Defaults button.

Now that you've configured the default domain settings you should set the default user settings.

To change the default user settings, you edit the configuration for the System Default User (@.) by
clicking the key icon,

E User: stephen@retnet.co.uk

oo R N TR, WO J—

Admin

Administration

Administration Menu
[ Users ]
[ Demains ]
[ Virus Aliases ]
[ Languages ]
[ System Configuration ]
[ Statistics ]
[ Help ]

selecting the Users link,
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You will now see under the Welcome sign the user you are impersonating, being System Default User

(@.).
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Mail Filter Settings

System Default User (@.)

E-mail Addresses
No addresses have been linked to this account.

Miscellaneous Settings
Digplay graphic eharts? * Yeg  HNo
Add senders of rescued mail to your whibelist? # Yes Mo
Mail iterns to be displayed on each page? ko |
Ermall Digest Interval? (-1 to deactivate, in minutes) o
Display Language [English =]
Display Character Set jsoBssa
Thems [ocean st -]

_Update Miscellaneaws Sebings Reset |

Click the Cog menu button Le] (3" from the left) and change any miscellaneous settings as you wish then
click the Update Settings button. The settings you enter here will be used as defaults for all new users
that are created within Maia.

Now that you've finished setting up all the template settings and global configuration, it's time to
configure your own e-mail domain.

Fil= Edt Wiew Go Bookmarks Taols Help
) —— = - - o =
o - B @ on # hapuitacalhosymalsadmindomaing php —l___l %D co |IGL

[asuse umux CaEnedanment (I Hews O inlemst Search (3 Reference (I Maps and Oirecions (23 shopping

Administration: Domains
User: :te_phin@r.ﬂmt.w.uk"

- ~ Domains 77
s | I
{required) System Default (&)

L Sreinetoo.uk

Dielete Marked Domains |

Add I%maln e -

il crane

To create your own domain in Maia Mailguard, click the key icon then the domains link again.

In the Add Domain setion, in the New domain: field enter in your own domain name such as:

‘@retnet.co.uk
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then click the Add Domain button.

Because you've already configured the System Default (@). domain, your new domain will automatically
be created with those defaults. Note if you change the system defaults, this will not change your domain
settings, as it will only take affect on newly created domains.

Now although you've created the System Default (@.) and @retnet.co.uk settings, you should check and
change your own personal user before testing.

This is because although you have setup all the necessary defaults, your own account was created
beforehand, based on the Maia Mailguard defaults so no scanning or graphs of any sort will be done.
This is deliberate on the authors part, to make the initial setup transparent to your e-mail system.

To change your own settings you need to revert back to your own user so just click on the Key icon
again. This will change your current user back to yourself, which you can see from the user that's
identified above the menu icons. Now click the Cog icon, then your Primary Address link, which takes
you to your user specific scan settings.

Maia Mailguard: Mail Filter SsHings - Mazilla Firefax
File Edt Wiew ©Go Hookmarks Tools Help

-5 -8 & I P rmpotacathostmalisesings phpaddid=z *| 8o Ge |IGL

[a5usE MU DIEnedanment (3 Hews O inlemst Search (3] Reference (I Maps and Girecians. (23 Shopping ¥

e = R

Mail Filter Settings
User: stephen@reinet.co.uk

D o d & s Y 3} @

Address: stephen@retnet.co.uk

Virus Scanning “ Enabled ¢ Disabled

Detected viruses should be...  Labeled * Quarantined  Discarded

Spam Filtering “ Enmabled ¢ Disabled

Detacted spam should be... " Labeled = Quarantined ¢ Discarded

Add a prefix to the subjects of spam?  Yes © No

Add X-Spam; Headers when Score is == Lassaon -
Ml crane ﬁ_

To keep it all uniform I suggest you start with the same settings as in the domain defaults. Set them up
then click the Update This Addresses' Settings button at the bottom of the page.

The very last stage before testing the lot, is to setup the scripts you installed in
/var/spool/amavis/maia/scripts to run at regular intervals. You will do this using cron.

Scheduling the maintenance scripts

Page 87 of 119



Open a terminal console, and as root open the crontab editor by running:

crontab -u vscan -e

The crontab utility uses a basic text editor called vi, which although very powerful, is also quite difficult
to get a handle on, so I'm only going to point out how to do the bare minimum.

When vi starts up, you will see a blank page. To start typing text into it you need to press the letter i
which is the command for INSERT. When you press i, you will see --- INSERT --- displayed at the
bottom of the screen.

If you make a mistake, the backspace key won't work. Move to the start of the mistake and use the Delete
key instead.

The command syntax for cron is:

[minute] [hour] [day of month] [month] [day of week] [command]

You can use star * which means 'any', so a * in the minute column would mean that particular task will
run every minute.

You can also divide time using /x where x is the divider, so for example if you wanted something to run
every 15 minutes, you could type */15 in the minute column.

In the day of week column you can represent days using their first 3 letters.

Enough of that detour for now. If you are interested, you can find out a lot more about cron at
http://www.unixgeeks.org/security/newbie/unix/cron-1.html

As a quick overview as to the scripts you will configure for scheduling and why:

expire-quarantine-cache.pl is used to help you automatically manage your maia database. If left all on
it's own the database would very quickly fill up your entire hard disk. This script deletes e-mail that has

been around for too long (5 days for non-spam, 30 days for spam by default) which is configurable in the
Maia Admin settings.

load-sa-rules.pl will update the Maia Mailgaurd score tables with new rules and updated scores.
Although you can just run this manually whenever you change a SpamAssassin score or add a new rule, I
choose to run it automatically to ensure all scores and rules are always correct.

process-quarantine.pl is used on e-mail that you have confirmed in Maia Mailguard as non-spam or
spam. This script can tell SpamAssassin to learn from the e-mail you've confirmed so it will become
more accurate the longer you use it. If an identical e-mail has previously been learned as spam or non-
spam it will not learn it again, so you may find that although there were 1000 spam e-mails processed,
only 400 were learned... this is nothing to worry about. It will also report spam to the Razor and DCC
networks.

send-quarantine-digests.pl sends a digest of all quarantined e-mails to your users. You can configure the
sorting of the lists by changing the necessary values within this script. To actually send digests, the user
needs to have their personal setting option E-mail digest Interval? set to at least 1. A value of 0 or less
disables it. This script needs to run every minute as the configurable digest interval is also in minutes.
There could be confusion if for example a user is configured to receive digests twice a day but you only
run the script once per day...
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You could also just tell your users they will get it once/twice per day if they set it to 1, then you can
control the frequency using cron.

send-quarantine-reminders.pl is used when you have delegated spam/non-spam management to the end
users themselves. This can potentially save you as an administrator a lot of time. If users become
careless and don't confirm their e-mail, this script will send them a gentle reminder

stats-snapshot.pl updates the maia database with e-mail statistics which you can use by pulling the data
from the maia database directly, as trend graphing functions are not currently available within Maia
Mailgaurd (although current statistical graphs are).

Eile Edit Yiew Teminal Tabs Help
gimin] [hr] [dom] [mon] [@0w] [Command] &

¥ Load new rules and scores into Maia database
M 4 ¥ * ® jyarfspoplsamavissmalasscriptssioad- sa-rules.pl

& Traln Spamissassin with confirmed spamsham and report Known spam
o+ ® k4 Jugrfspool/amavis/malasscripte/process-quarantime, pl --learn - -regart

l¥ Take a snapshot of the stats table at tha start of every hour
B ® k4 fyvardsponlsamavissmalasscriptssstats- snapshot.pl

1 Purge gquarantined e-mail that has not been confirmed
B 23 ¢ 4 = Jyar/spoclfamavis/malaZscriptsfespire- quarantine- cache.pl

# Send quarantine reminders to neglectful users onca per week
3|1k 4 ocan Svar/spegllanavis/maialsoriptsSsend- quarantine- ramingers, pl

l# Send quarantine digests
4= kA gyar/spacl/amavisimalasscripts/ send-quarantine- digests, pl

Now moving on, back in your terminal console you should be in insert mode, so type in the following:

#[min] [hr] [dom] [mon] [dow] [command]

# Load new rules and scores into Maia database
30 4 * * * /var/spool/amavis/maia/scripts/load-sa-rules.pl

# Train SpamAssassin with confirmed spam/non-spam and report known spam
0 * * * * /var/spool/amavis/maia/scripts/process-quarantine.pl --learn --report

# Take a snapshot of the stats table at the start of every hour
0 * * * * /var/spool/amavis/maia/scripts/stats-snapshot.pl

# Purge quarantined mail that has not been confirmed
0 23 * * * /var/spool/amavis/maia/scripts/expire-quarantine-cache.pl

# Send quarantine reminders to neglectful users once per week
30 1 * * sun /var/spool/amavis/maia/scripts/send-quarantine-reminders.pl

# Send quarantine digests
* % % % % /[yvar/spool/amavis/maia/scripts/send-quarantine-digests.pl

To save the file and exit, press the [ESC] key then press in order (i.e. not at the same time..):

‘wq
then press [Enter]
Pressing the ESC key puts you in 'command' mode. You will see the ---INSERT--- tag disappear when

you do this. The :wq command tells vi to write the file and quit. You don't need to specify a filename
because the crontab program did that for you.
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Be aware the cron scheduler will e-mail the user of any output that these scripts create, in this case being
the vscan user. These can be handy for some troubleshooting and ensuring the maintenance scripts are
running correctly.

If you would like to receive these e-mails, you need to add an e-mail Alias in postfix via YaST for the
root user, on the Incoming Mail screen, which is explained in the Configure Postfix section.

Finally, after all this, it's time for testing...
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First time Testing

Checking all processes start correctly

The first test, is to simply make sure that everything will start after a reboot.
From the Desktop menu select Log Out, then choose Restart the Computer.

Once it's restarted and logged in as root, check that all required e-mail related services have started.
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Run the Gnome System Monitor by clicking the Applications menu, then System, Monitor, and lastly
the Gnome System Monitor program itself.

Laad aver, 212,148, D64

& My Processes

Process R Cepandencies i+ i Slaus Wiraal Me) =
gnoi SIEERNG 1WA

[ Threads Cil+T
B gnen — Running 556 ME
gnoi  Hide Process CH | gieaping 7.7 M
gnat Hidden Processes  Cll+P Slecpng 165 M
gpy  Memory Maps Clul+k | Sleepng 24 M
hald ~ Open Eiles Chl+F | Sleeping 4.8 MB
hald-addan-acp Sleepny 1.7 ME
hald-addan-storage Sleepng 1.8 MO
htipd2-prefark Sleepng 105 MG |
inil [3] Sleepng 652.0 Kif I
kacpid Sleeping 0 byles
kbleckdid Sleepry 0 byles) |»|
[ '
¥ hare infa End Em:e::.-.
HIShnMr all processes 1B

After it's started, change the view to see all running processes by clicking the View menu then select the
option All processes. Also select the View Dependencies option in the same menu to see each how each
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process is related.

Confirm the following processes are listed. If any are not, run the System Run Level (Editor) in YaST
and make sure under the Enabled column the service is set to Yes

amavisd (master) (Amavisd-new e-mail content scanner)
amavisd (virgin child)
amavisd (virgin child)

clamd (ClamAV anti-virus service)

dccifd (DCC client)
dccifd

freshclam  (ClamAV database updater)
httpd2-prefork (Apache?2 and associated services)

master (Postfix and associated services)
pickup
qmgr

mysqld_safe (MySQL and associated services)
mysqld

You won't see processes for SpamAssassin or Razor2 because these don't run as services.

First test e-mail sent from the gateway itself

For testing and troubleshooting you will get to know the postfix mail log pretty well. It's located at
/var/log/mail

One of the most handy command line tools I use is called tail. This utility will display the last x number
of lines of a file. Where it really shines is in it's simple ability to monitor a text file and display it's
changes in real-time, using a -f switch.

Eile Edt Wew Temninal Taks Help

mailscan:~ & tail -f Jfvar/lagimail .
Hov 26 19; BE:39 mallscan amavis[3641]: Found decader Tor CI0Q At Susribindio
o

How 2B 19: 08:39 mailscan amavis[8641]: Found decoder Tor Jlha  at Susrsbindlh
&l

Hov 2B 19:BB:39 mailscan amavis|3641]: Found decader for .cab at Jusrfbaindca
bextract

How 26 19:00:39 mailscan amavis[@641]: No decoger Tor et tried: tnef

how 28 19: 06: 39 mailscan amavis[8641]: Internal decoder Tor . tRer

Wov 2B 19: 00:39 mail=zcan amavis[8641]: Found decoder for Lexe at Susrfbansun

rar; Jusrfbinglha; Sfusribanfunar]

How 2E 19! 0839 mallscan amavis[8641]: Found secondary av scanner Clamiy-clamsca
n at fusrSbinsclamscan

Mov 28 19:06:39 mailscan amavis[8641]: Creating db in SvarsspoolfamavissdbS; Ber
keleyDE 0. 26, Libdb 4.3

Hov 2B 19:01:03 mailscan amavis|[8664]: starting. Jusr/shinfamavisd at mailscan.
retmet, oo, UK amavlsd-naw-, 3. 3 [0058822), Unicode aware, LC_ALL=POSIX, LC_CTYPE
=en_GE.UTF-8, LAWG=2n_GB. UTF-8

How 2B 19:0L:03 mailscan amavis[8664]: Perl wersion 5008607

Open a terminal console as root and run

tail -f /var/log/mail
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You will notice you are not returned to a command prompt. When you want to quit tail, just press crtl-¢

To send a basic e-mail you will use the telnet program and directly communicate with the smtp postfix
service.

Fil=  Edil Wiew Terminal Tabs Hezlp
mailscan:— # telnet localhost 25
Trying 137.0.8.1...

Connacted to localhast,

Escape character is ')°

220 mailscan. retnet.co.uk ESMTP Postrix
hele mailscan. retnet. co.uk

250 mailscan. retnet.co.uk

mail from: «<test@erample. coms

256 Ok

repl o <stephend@ratnel.co.uk=

354 End data with ={R»=LF», w{fA==] Fm=

256 0K: gueued ac DOSFILFETE

Connection clesed by Toreign hast,
mailscan:~ # ]

Open another terminal console and run

telnet localhost 25

This will open an e-mail connection with the postfix smtp gateway, and you will be presented with a
response similar to

220 mailscan.retnet.co.uk ESMTP Postfix

Now type in everything below. If you make a mistake just hit enter (because you can't delete). You will
receive an error but don't worry and just type in the line again.

mail from: <test@example.com>
rept to: <stephen(@retnet.co.uk>
data

test

where stephen@retnet.co.uk should be you're own e-mail address.
Note the period (.). This tells the SMTP gateway it's the end of the e-mail transmission.
If your syntax was correct your will receive a

250 Ok: queued as XXXXXXXX

If it wasn't correct you will receive an error. Just try typing it in again from the mail from: part.

Typical SMTP error codes include:

421 Service not available, closing transmission channel (This may be a reply to any command if the
service knows it must shut down)
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450 Requested mail action not taken: mailbox unavailable (E.g., mailbox busy)

451 Requested action aborted: local error in processing

452 Requested action not taken: insufficient system storage

500 Syntax error, command unrecognized (This may include errors such as command line too long)
501 Syntax error in parameters or arguments

502 Command not implemented

503 Bad sequence of commands

504 Command parameter not implemented

550 Requested action not taken: mailbox unavailable (E.g., mailbox not found, no access)
551 User not local; please try

552 Requested mail action aborted: exceeded storage allocation

553 Requested action not taken: mailbox name not allowed (E.g., mailbox syntax incorrect)
554 Transaction failed

Check your regular e-mail account and you should have now received an empty e-mail from
test@example.com.

To make sure Maia ran both virus and spam scanning, you need to view the header of the e-mails, which
in almost all e-mail clients is hidden by default.

= Viewing Mail: " -- Unknown format
File Edit Wew Tools ‘Window Help

v a B & @B = =

Date: Mon, 28 Nov 2005 19:54:13 +1000 (GMT) ~
From: test@examplle.com

#Mirus-Scanned: amavisd-new at retnet.co.uk

#-Spam-Status: Mo, hits=1.419 tagged above=-399 required=5
tests=ALL_TRUSTED,

MISSING _SUBJECT, NO_DMS FOR_FROM, NO_REAL MAME,
UMDISC_RECIPS

A-opam-Level ¥

To: undisclosed-recipients:; Z

If you use Microsoft Outlook, with the e-mail open, select the View menu then Options...
In GroupWise 6.5, select the e-mail (don't open it) then select the Action menu then View.
Other clients will vary. In any case you should see some X- lines like above in the picture.

These lines tell you the e-mail was scanned for viruses as well as spam, and the corresponding spam tests
that the e-mail 'matched' against, triggering a score. Scoring is an extremely complex subject, suffice to
say it's almost always right.

If you want to read up on how scores are deduced, you should read the information available at the
websites of Maia Mailguard, amavisd-new and SpamAssassin as they all play a part. Be sure to read
them in that order though, as some settings in amavisd are controlled by Maia Mailguard, and some
settings in SA are controlled by amavisd and Maia Mailguard, so it can get confusing if you read about

Page 94 of 119


mailto:test@example.com

different scoring systems the other way around, as they don't mention the next layered application that
may have an effect.

An alternative to viewing the results is to use Maia Mailguards built-in message viewer.

Note the superuser always has read rights to all e-mail, but other per-domain administrators can be
denied this access, and if you configure individual users, they won't have access to anyone else's e-mail
cache.

Maia Mailguard

Report Spam
Us!r:_stoprm_l@mmu_t._nu.uk

Unconfirmed Non-spam (1-10f 1)

Confirn the Staus of hese Hems |

Scaore Received From Subject " Spam? ~ Non-spam? ¢ Delete
LT} 2006-02-03 114821 festfexample.com  (no subject) » & .
Confim the Status of these Hems |
[Rieturn ta Welcome Page]

Click on the home icon il in the menu and you will see in the Cache Contents box You have 1 items in
your non-spam cache. Click the Report/Confirm link to take you into the non-spam cache.

You should see the test e-mail, with it's associated score. By default you would normally just click the
Confirm the Status of these Items button, but this time around you will want to check the e-mail
headers, so click on the Hyperlink for the subject, in this case (no subject).

Maia Mailguard

Mail Viewer
User: stephen@retnet.co.uk

Report this SPAM  Confirm this Non-spam  Delete this item  View Raw

e s e T

Score FRule Triggered Explanation

1570 MISSING SUBIECT Migging Subject: haader

1.231 LUNDISC_RECIPS Valid-lcolang To "undisdlosed-recmsants"
1.376 DNS_FROM_RFC_POST Ervelope sendhky in postmasier ric-ignorantorg
0374 DNS_FROM RFC_ABUSE Ervelope sender in abuse rie-ignoranlong
0178 NO_REAL_WAME Fram: does not intude a real nama

0.070 DNS _FROM_AHBL RHSEBL Fram: sander kstad in dnebl ahbl.org

<2820 ALL_TRUSTED Did nat pase throwgh any unirueted hosts.

CONTENT-TYPE:  textiplain

Here you can see what tests were triggered against this e-mail and the scores assigned to them.
Click the Confirm this Non-spam link to confirm that e-mail as clean.

Now to perform some other basic virus and spam tests....
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Using Mozilla Thunderbird e-mail client for testing

You have now used telnet, which if you haven't used before for SMTP testing, is good to know for quick
troubleshooting in many situations.

To make things easier you'll now move onto using a real mail client from your own PC, not the e-mail
gateway, as it's quicker and less error prone. You can use any client that supports it's outbound
destination as an SMTP host, such as Microsoft Outlook Express, KMail, Evolution, Mozilla Thunderbird
or many others that are available.

For ease of this guide, I'm going to describe the use of Mozilla Thunderbird, as it runs on Windows, Mac
OS X and Linux 1686 (PII or AMD K6 and above) systems. I'm not going to describe the installation of
this client, as it varies between platforms, suffice to say you can go to http://www.mozilla.org and
download it, then run the install, which is quite easy.

When setting up Thunderbird for your tests you don't want to use your real name or e-mail address, so I'll
assume you've setup Thunderbird as the user Test User with an e-mail address of test@example.com.
You will also need to enter a name of an incoming mail server. Just type in anything to get past that setup
screen, and ignore any errors.

To make it easier I've included screen shots of what each setup screen should look like. These may be
slightly out of date by now, but the idea is the same. If you do not see exactly the same screen shots, once
setup, have a look in your account settings for the equivalent setting and change accordingly.

Account Wizard E| Account Wizard E|
Identity Server Information
Each account has an identity, which is the information that identifies Select the type of incoming server you are using,

wou to others when they receive your messages.
® por (O MR
Enter the name you would like to appear in the "From" Field of vour

outgoing messages (For example, "John Smith"). Enter the name of your incoming server (For example,
"mail. example.net").

‘Your Mame: Test User
Incoming Server: durnmy

Enter wour email address, This is the address others will use to send

" 0 w Unitick. this box to store mail For this account in its own directory, That
email to vou (for example, "user@example, net"),

will make this account appear as a top-level account. Otherwise, it will
be part of the Local Folders Global Inbox account,

Email Address: test@example, com|
Use Global Inbox {skore mail in Local Folders)
Enter the name of your outgoing server (SMTR) (For example,
"smtp.example.net"),
Qukgoing Server: 192.168.0.15
< Back ] [ Mext = J ’ Cancel < Back ] I Mexk = l [ Cancel
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)

Account Wizard

User Names

Account Wizard

Account Name

Enter the incoming user name given to you by your email provider (for
excample, "jsmith").

Incoming User Mame: | kest |

Enter the outgoing user name given to vou by your email provider (this
is bypically the same as your incoming user name),

Oubgoing User Name: | test |

’ < Back, ] [ Mext = l [ Cancel ]

Enter the name by which vou would like to refer ko this account (For
example, "Work account”, "Home Account” or "Mews Account™),

Account Mame: test@exanple, com |

< Back ] ’ ek = ] ’ Cancel

Account Wizard E

Congratulations!

Please verify that the information below is correct,

Account Mare: test@example,com
Ernail Address: test@examnple. com
Incoming User Mame: test

Incaming Server Mame: durnmey

Incoming Server Type: POP3

Cukgaing User Mame: test
Cutgoing Server Mame (SMTP):

192,168.0.15

Click Finish ko save these settings and exit the Account Wizard,

< Back l [ Fimish l ’ Cancel

Remove the tick from the Download messages now option on the last page and click Finish.

If you see an error regarding 'failed to connect to' just ignore it. This is Thunderbird trying to connect to
your mail server or check for incoming messages, which doesn't exist. To stop all the errors regarding
incoming mail server not being found, edit the account properties from the Tools — Account settings...

menu option .
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Account Settings

= test@example.com
Server Settings
Copies & Folders
Composition & Addressing

Server Settings

POP Mail Server
Server Mame: |dummv

Server Settings

Server Type:

| Port: [110 | Defaul: 110

User Mame:

[] use secure connection (S5L)

|:| Use secure authentication

[ check for new messages at starkup

[] check far new messages every l:l minukes
[ automatically download new messages:

[] Fetch headers only

[ Leave messages on server

1]

[ Empty Trash on Exit

Disk Space
Return Receipts
Security
Local Folders
CQubgoing Server (SMTP)
Click the Server Settings tab and
clear all options on that page then
click the OK button.
’ Add Account, .,

Local directory:

|C:'I,Documents and SettingsiStephentApplication Data'l,Thunder{

Remaove Account

I

Ok l [ Cancel ]

¥ Compose: Thunderbird test

File Edit \Miew Insert  Format  Options  Tools  Help
& = AB &) S
& B8 ¥ €@¢-.-6. &
Send Conkacts Spell Attach  Securiby Save

ample.co

To confirm the Thunderbird client is setup

To: | o) stephen@retnet, co.uk

correctly, send a simple test message
through to your regular e-mail account.

Subject: |Thunu:|er|:uiru:| kest

Now check your regular e-mail account to

v

Body Text YWariable \Width

confirm it came through okay. If not,
check the /var/log/mail file for errors. If

test

there was a problem sending the e-mail
from Thunderbird, the client will tell you
about it.

Testing virus and spam filtering

Now that's out of the way, there's a great simple test for spam catching called the GTUBE (Generic Test

for Unsolicited Bulk Email) test.

This test is simply a special text string that you insert into

the body of an e-mail, and if the spam software

is designed to catch it, which SpamAssassin is, Maia Mailguard will correctly quarantine it.

There is also a similar test for the virus checker called the

Eicar Test Virus, which again is a special text
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string inserted into the body of an e-mail.
For the spam test string go to http://spamassassin.apache.org/gtube and copy the text from there.

(I originally included the test text here but some web scanners blocked the download of this document for
containing the test itself?)

For the virus test string go to http://www.eicar.org/anti_virus_test file.htm and copy the text string from
there.

So create 2 new e-mails, one with each test string and send them through, then go back to your Welcome
page to check the results.

User: stephen@retnet.co.uk

3 &L 2 4 ¢ @l

Welcome to Maia Mailguard!

Take adien against he onslwghl of urwanted email with Maia Maiguard. When mail is Esled in the lower righl pane, you
can Irain Maia regarding he diference Bahveen gaad amal (nan-spam) and urwaned amal [spam), Flease [aKe e me |6
b sure that al bems are regonad cormadly, f you don't have lims % do So, pleasse dalele al te ibems rather than reponng
them incarractly.

Heap n mind, Male can and wil report tams cordrmed as spam fo other services and authories, By keeping up with the
reporing process, you can help fight s spam war

Current protection Cache Contents

level: A You hava 0 fame in yaur non-spam cacha,

e Click hare ba help train (he Hler, o 1o reper a
Custom |HegeatConfifm] zpam mesaage that was mizsad,

- oF You have 1 ilems in your spam cache.

o o Click hara ta raport it, or to reecue a message

€ Lo [RepartRescus] that was mistakenly bocked.

* Medum i You have 1 items in your vines cache.
™ Ll E Click harrer ba daledn # or lo rascue 3 messane

Click the Report/Rescue link to the spam cache and you'll see the score it got... that is about as high as
you're ever going to see an e-mail get triggered.

Click the message subject link and you'll see why it scored that high.

To confirm this e-mail as spam, click the phone icon =

Now return to the Welcome screen then follow through the virus link.
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(& T - W A » ¥ @

(1-10f1)
Canfiem the Status of these ems |
Virus Recaived From Subject " Non-spam?  Delete
Ebcar-Test-Signature 2006-02-03 121547 wealfpexampla com  Testwirus 'n #

confem the Status of these tems !

[Reurn lo Welzome Page)

You can see what virus it was recognised as, and read the e-mail by clicking the subject link. Maia will
not execute any code within an e-mail whatsoever, so it's quite safe to do this.

If the virus scanner got it wrong, and it was in fact a legitimate clean e-mail, you can re-classify the e-
mail as non-spam by clicking in that radio button then clicking the Confirm the Status of these Items
button. In this case, it was right, so don't change its status and click the Confirm button.

Virus scanning is partly controlled by Maia Mailguard (Enabled/Disabled and an action), amavisd-new
and ClamAV. These details will be covered further in the Tweaks and Tightening section.

Testing attachment filtering

Attachment blocking is mostly on a site-wide basis. You can define rules with lists of users that different
attachment blocking sets are designed for, but for the meantime we will assume you want to block at least
some attachment types site-wide.

Head over to the amavisd-new website to see how to implement custom lists.

By default, when attachment filtering is enabled, the following file types will be blocked:

Any file with an extension of: exe, vbs, pif, scr, bat, cmd, com or cpl

Any file with an extension anywhere in the name (such as with double extension type files like
program.exe.txt): exe, vbs, pif, scr, bat, cmd, com, cpl or dll

MIME type attachments of: x-msdownload, x-msdos-programs or hta

File types of the type: exe-ms (even if someone renames a .exe, it will still be caught by this)

Using Mozilla Thunderbird or whatever e-mail client supports sending to an SMTP host as it's outbound
destination, send a test message through the gateway with with one of the banned extension types, such as
an executable.

Once sent, go to the Maia Mailguard interface, then click on the banned files quarantine and you will now
see the test e-mail.
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Banned File Attachments (1-10f 1)
Confem the Status of theses lems |
File Mame Recaived From Subject * Non-spam?  Delata
test exe (asc)<br> 2006-02-03 12:24:25 tesyiecamplecom  Teal Banned Affac 'S i+

Confem the Status of these llems |

[Raturn 1o Welcome Paga) [&

When you click the Banned File Attachment link, you will notice it tells you the file name that was
banned, along with it's type in brackets. In this case I simply created a text file and called it a .exe, and
amavisd is clever enough to tell you it's an ASCII type file, even though it's got a different extension.

To enable attachment filtering for all users, click the key icon in the Maia Mailguard menu, select
Domains, then your external domain, and enable the setting in there. To ensure it is automatically
enabled for any new domains you configure, repeat the process for the System default (@.) domain as
well.

Testing bad header filtering

Header filtering checks that the SMTP header of an e-mail conforms to strict Internet standards. As you
left it Disabled before, when initially configuring you user accounts' settings in Maia Mailguard, you will
now have to Enable it.

Open your personal e-mail account settings, by clicking the cog icon @ in the Maia Mailguard menu
then selecting your Primary address.

Change the Bad Header Filtering option to Enabled, and ensure the Mail with bad headers should be...
is set to Quarantined.

Now as you did earlier, use telnet to send through a simple e-mail. Because the headers won't be strictly
correct, you should see this e-mail get caught by this filter.

The telnet commands will look something like this:

telnet 192.168.0.15 25

mail from: <test@example.com>
rept to: <stephen@retnet.co.uk>
data

quit

Obviously change the IP with the address of your gateway and the e-mail address you send the test to.
If your syntax was correct your will receive a

250 Ok: queued as XXXXXXXX
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In Maia Mailguard, check your regular e-mail account spam quarantine and you should have now
received an empty e-mail from test@example.com.

Click on the link to the quarantined item to have a closer look

Normally you would just confirm these e-mails and let Maia delete them. Notice there is no 'Spam or
non-spam' options. This is because the bad headers check happens before the other checks, and as soon as
amavisd catches an e-mail it stops processing any further which saves scanning resources and classifies it
accordingly.

You can click the Confirm the Status of these Items now to clear that e-mail out of the system.

To enable bad header filtering for all users, click the key icon in the Maia Mailguard menu, select
Domains, then your external domain, and enable the setting in there. To ensure it is automatically
enabled for any new domains you configure, repeat the process for the System default (@.) domain as
well.

Testing oversized e-mails

Before jumping right into this, you will need to understand a little about how this gateway and it's
components independently deal with e-mail sizes.

Working backwards...

The Maia Mailguard Mail size limit option is located in the System Configuration section under the
Administration Menu (Key icon) and it's default maximum size in bytes is set to 1Mb. This determines
the largest e-mail that will be scanned for content filtering at all. Very large e-mails are CPU intensive,
so you can choose to save some of that load and not scan e-mails over this size.

The Maia Mailguard Oversized items should be... option controls whether the oversized e-mail should
simply be delivered anyway, or rejected. There is no quarantine for oversized items.

Note that as these settings are based in the System Configuration they are global, and there are no
domain or user specific settings related to e-mail sizes.

Your MySQL server must also have the setting max_allowed _packet in /etc/my.cnf set to AT LEAST
the same value as the Maia Mailguard Mail size limit. This setting relates to the single largest record that
MySQL can store. Because Maia Mailguard will not break up an e-mail, when it is quarantined MySQL
must be able to store the entire e-mail in one go. If the max_allowed packet is smaller than the Mail size
limit, Maia will try and fail to quarantine e-mail over the max_allowed packet size... a situation you will
never want.

PHP, the programming language that Maia Mailguard is primarily built on also has a built in memory
limit, which by default is set to 8Mb. If this setting is too small the e-mail will be cached but you won't be
able to release it, if caught by one of the other filters such as bad headers or attachment filtering.

You will need to edit the PHP configuration file /etc/php.ini and set the option memory_limit to a lot
more than the Mail size limit you've set in Maia Mailguard. From my testing I found I needed to set it to
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90MbD to successfully view/release a 10Mb e-mail. If anyone knows why this is the case please let me
know. If you choose a larger e-mail size you will need to play with this memory setting to find the
minimum needed to view your largest cached e-mail.

For this change to take effect you will need to re-start the apache web server by opening a terminal
console on the gateway as root, then running apache2ctl restart.

Amavisd uses SpamAssassin to scan for spam, and by default it has an internal limit of 200Kb (although
SA's default is 250Kb). Any e-mail larger than the amavisd limit is simply skipped for spam scanning.
This is done to save time and resources (running 600+ tests would take it's toll on *every* e-mail) and it's
extremely unlikely that a spam e-mail will be over this size due to the associated costs in terms of
bandwidth and time to spammers to send out e-mails much larger than this. So the defaults are good to
use but if you want to change it, on the gateway edit the file /etc/amavisd.conf and increase the option
$sa_mail_body_size_limit to your needs.

If you change this setting you will need to re-start amavisd by opening a terminal console as root on the
gateway and running /etc/init.d/amavis restart

Also note that amavisd needs enough physical RAM to cache an entire e-mail, as it stores the e-mail there
for quicker scanning. By default amavisd runs with 2 child processes so you will need enough free RAM
to potentially hold 2x your largest e-mails along with all the other things running on your gateway (hence
the recommendation for plenty of RAM at the very start of this guide).

Lastly postfix has it's own default message size limit of 10,240,000 bytes which is roughly 10Mb
(depending on how you calculate it.. some people use 10,000,000 10° as 10Mb, while others use
10,240,000 1,024x1000 as 10Mb. Yes it's confusing... check out http://en.wikipedia.org/wiki/Megabyte
for information) . This should generally be set to a smaller limit than Maia Mailguard, else Maia could
choke trying to deal with messages that are too large. To change this setting, on the gateway edit the file
/ete/sysconfig/postfix and change the option POSTFIX ADD MESSAGE_SIZE LIMIT to a number
in bytes the same as or smaller than the same setting is Maia Mailguard. This effects inbound and
outbound e-mail, so if you need to be able to send larger e-mails than you receive, your easiest option is
to set our e-mail server to send directly out to the Internet or configure another gateway for outbound
messages only. You can configure postfix to use a separate path for outbound e-mail to bypass this
limitation — check the postfix website for details on setting up custom master processes in master.cf.

For this change to take effect you will need to open a terminal console on the gateway as root and run
SuSEconfig to update the live postfix configuration file, then reload postfix by running postfix reload.

So at the end of this, there's a simple question you have to ask yourself. Is it okay to automatically accept
and pass e-mails that are too large for my gateway to scan and manage?

If the answer is no, which it almost always will be, then you'll configure all the settings to similar values,
but if the answer is yes, then there will be less load on Maia Mailguard in having to handle those e-mails,
and you can keep Maia Mailgaurd, PHP and MySQL configurations at (what I consider to be) reasonable
levels.

So lets move onto an example.
Lets say you want the gateway to handle e-mails up to 10Mb in size, and anything else should be rejected:

Your end e-mail server will of course also need to accept e-mails of this size for it to work. All the
gateway components you've installed base their sizes on the converted MIME format of an e-mail which
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can be up to around 30% larger, so you need to take that into account.

For a small bit of mail format info, all e-mail sent via SMTP is sent in plain text. This means any binary
attachments must be converted to a format in plain text before they can be sent. MIME is a popular
format that all SMTP gateways understand, and using it's algorithm on a binary file will produce an
ASCII file of around 30% larger than it's original size.

I suggest you make your actual settings a little more liberal than any given directive, to save yourself and
boss the grief of arguments with users over how large an e-mail really is... applying a small buffer by
accepting slightly larger e-mail allows you to easily be sure that any e-mail that's rejected due to size was
well beyond your company policy.

Taking a 10Mb e-mail as an example, you will need to account for the conversion of this e-mail, based on
the fact it is most likely a binary file, into MIME format which will cause the size of the actual e-mail to
increase to around 13.5MB in size, or 13,500,000 bytes. For this example we'll set the limits at
14,000,000 bytes for good measure.

On the gateway server, open the postfix configuration file /etc/sysconfig/postfix using Gedit

Scroll down to the option (near the bottom of the file) POSTFIX _ADD_MESSGE_SIZE LIMIT and
change the value to read 14000000

Save and close the file.

Open the PHP configuration file /etc/php.ini using Gedit
Scroll down to (or search for) the option memory_limit and change it to read 90M

If this setting is too low the Maia Mailguard e-mail viewer and PHP will generate errors on the server
with a 'allowed memory size of xxxx bytes exhausted'.

Save and close the file.

Open the mysql configuration file /ete/my.cnf using Gedit

Scroll down to the option max_allowed_packet and change the setting to read 15M being just a little
larger than required, for breathing space... you really don't want this to go wrong.

Save the file and close Gedit.

Now to enable these changes, on the gateway open a terminal console and run the following commands:

SuSEconfig
postfix reload

SuSEconfig will update the /etc/postfix/main.cf file with your changes, and
postfix reload will tell postfix to re-read it's configuration to pick up the changes

now run

apache2ctl restart

This tells the apache2 web server to re-start which will re-read the php settings.

and
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/ete/init.d/mysql restart

This re-starts mysql which will cause it to pick up the change you made.

Lastly change the Maia Mailguard setting

Go to the System Configuration page via the Administration menu and change the Mail size limit to
read 14000000

Scroll to the bottom of the page and click the Update Settings button.

Now to test it.

To do this accurately you need to create files of exact size, then attach these to your test e-mails.

Running Windows you can use a freeware utility called File Generator which you can download from
http://www.soft32.com/download 76964.html

Running Linux, you can use a utility that's already installed on your computer, called dd.
To use dd to make a 10MB test file, open a terminal console and run

cd ~
dd if=/dev/zero of=./test50 bs=1000000 count=10

To explain the above, running ¢d ~ will ensure you are placed in your home directory.

In the dd command, if is the input file, in this case a special device called zero which is actually an area of
memory containing all zeros, of is the output file name, bs is the byte size which in this case is 100,000
bytes, and lastly count is the number of times to repeat bs which in this case is 10, which gives us our
10MB attachment.

In Mozilla Thunderbird, create a test e-mail and attach the 10MB file you made, then send it.

You can watch the processing of the e-mail on the gateway by running

tail -f /var/log/mail

This e-mail will not be scanned for spam, as it's too large, so the only header information you will see in
the e-mail that's delivered is that it's been virus scanned.

To test the gateway for rejection is quite easy... just send a larger attachment through. From your e-mail
client you will see it never gets there. You will receive an error about the size limit.

Normally it won't be an e-mail client talking to the gateway but instead another e-mail server. In those
cases, the other e-mail server will throw out the e-mail and send the original sender a message saying the
e-mail was too large.

Page 105 of 119


http://www.soft32.com/download_76964.html

Note that because it is postfix that blocks the oversized e-mails, you will never see anything listed in the
oversized statistics of Maia Mailguard for these, unless you set the postfix limit higher, but this would just
waste bandwidth and gateway processing time.

The only way this rule will be triggered in Maia Mailguard is if Maia's setting is smaller than that of
postfix i.e. postfix accepts the message and passes it to Maia which then rejects/passes based on your
System Configuration settings.

Testing Whitelists/Blacklists
Lastly you'll test Whitelists & Blacklists.

These should be used sparingly, and only if e-mail from the same sender is constantly being caught (or
not) as spam when in fact it isn't.

U ETER ETTE

White/Blacklist Settings
User: stephen@retnel.co.uk
=} e ’; A7 4 - ] ¥ Egm
e visi]

E-mail address or domain to add: |
List to add to: = Whitelist ¢ Blacklist

Add o List

In Maia if you click the 3™ icon from the left, something like a box shape, you will be in you own
personal White/Blacklist Settings from where you can add users to your list. Whitelist users are those
who you trust unconditionally to never send you spam. Blacklist users are those who seemed determined
to fill your inbox with spam, but in reality this usually ends up being a block list for commercial
marketing (although your users should be marking these as junk themselves in their e-mail client.

You can also setup a whitelist or blacklist for an entire domain or the system default.

Click the key icon then the Users link, click the Find Users button then click the @retnet.co.uk
domain.

White/Blacklist Settings
User: shphun@ritnﬂ.m._uk

E-mail address or domain 1o ﬁkf
List to add to: ¥ Whitelist  Blacklist
| Add 1o List
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Now when you click the the Whitelist/Blacklist Settings button you will notice just under the heading it
says Default User for Domain @ retnet.co.uk which tells you that you're now changing the defaults for
the entire domain and not just yourself.

So let's test it.

White/Blacklist Settings
User: stephen@retnet.co.uk

&l @ 4 v 0 @

Your whitelist and blacklist settings have been updated,

E-mail address or domain 1o add: |
Ligt to add to:  Whitelist . Blacklist

Ackd 15 LisL

Address  Whitelist Blacklist Remove

wsgoampiecon [N
Updakf Rasat

While still in the domain White/Blacklist Settings page, add your test user test@example.com to your
Whitelist.

Now using Mozilla Thunderbird, send an e-mail to your account, with the message body being the spam
GTUBE code.

To see what's now happened in Maia, go back to the Admin menu by clicking the key icon, select the
Users link, then click the Find Users button and select your own named account. Doing this will switch
you back to your Welcome page.

Statistics for User; stephen@retnet.co.uk

Itams Seore Size (KE) Bandwidihiday
Mail Typm Count  Hemsiday Pt Min  Max Avg Min Max Awg MB Cost (3)
Unconlimied Hon-spam - - - - - - - - - - -
Caantrrmed Hon-spam 2 2 H) 0% [ ] L1 1354 [ 05 4 oo 0005
False Posiives
Sunparted Spam - - - - - - .
cm-a Spnlll'l- 100% WATES 0000 WATES 06 (L]
Whiteli sted Bems 1008 - -
_—-_-_----—
WinsesMaware 10.0% - - 05 noo oo
Eaneizl Anachinenis 1 1 1005 . . . o8 09 08 | 000 0000
Irwalid Mall Headers A0.0% - [T ]

Efficlency 100.00% False Positive 0.00% False Negative 0.00%
Sansifivity 100.00% PPV 100.00% Specificity 100,004 NPY 100.00%.

[ View Systamwide Statistics |

Click the stats icon g} now will now show 1 Whitelisted Item. Note this e-mail, although it passed, is
not cached in the non-spam cache like regular e-mails. The reason is you've already told Maia to ignore
all checks and to assume it is clean.

Conversely, e-mail from blacklisted senders are never cached either and are always silently discarded,
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apart from the counter in the statistics page.

If you as an administrator, set up e-mail senders as White or Black listed and give end users the right to
change their personal lists, be aware they can override your defaults by adding that sender to their own
white or black list.

One last note on White/Black lists is something called the Automatic White List (AWL for short) that's
used by SpamAssassin by default. This isn't a white/black list as in Maia Mailguard, but a single list with
scores against sender e-mail addresses that's automatically managed by SA.

The purpose of this list is to bias e-mails as they come from known senders, so if for example someone
has sent you 50 clean e-mails and they then send something that appears to SpamAssassin as spam, due to
their history of sending clean e-mail, SA will reduce the spam score of the e-mail based on their score in
the AWL. SpamAssassin will then add a few points to the users' score in the AWL towards 'spaminess'.

On the flip side it also means that repeat offenders of spam quickly get caught out regardless of how
they've changed the e-mail message contents, due to their history of sending rubbish e-mails.

To read a more details description of the AWL, point your web browser to this SpamAssassin info page:

http://wiki.apache.org/spamassassin/AutoWhitelist

Well that's just about done. You should also run the maintenance scripts manually as the vscan user to
ensure they work without a problem. Output from these scripts will mostly appear in the terminal so any
problems should be easily noticed. Be sure to check the digests that are sent include the correct url link
(try the link out to make sure!).

To clean up, you should tune down the $log_level setting in amavisd.conf to 2 instead of 5 then restart
amavisd by running /etc/init.d/amavis restart, as too much information just creates a lot of noise that's
hard to listen to if you're trying to troubleshoot a problem in the log files later on.

You should also remove the login shell setting for the vscan user that you created near the start of this
guide. To do this, start Yast, select Security and Users then Edit and create users. Change the filter to
System users edit the vscan user, select the Details tab and change the Login shell option back to it's
original value of /bin/false. Click Accept then Finish to save the changes.

You will probably also need to make 1 more change from the following section, labeled Permit e-mail
from trusted networks which specifies what internal hosts, other than the gateway itself, are allowed to
send e-mails to foreign domains... I'm going to take a wild guess here and suggest you probably do send
out external e-mail, so you'll at least want to read that bit to see if it applies to you.

There's also quite a few really handy tips in tightening up your gateway in the following section, many of
which work right at the front gate — the postfix SMTP connector, which will reduce the amount of spam
before it even enters your network. It's more intense with no screen shots (you're probably glad of that by
now) and if you've followed me this far from the start, I know you'll be able to cope quite easily with it.
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Backing it up

The best way to avoid a hard drive failure is to have a RAID system in place, such as a mirrored or RAID
5 array. There is simply no substitute. I have a step-by-step guide on my website on how to create a
bootable software RAID 1 array, which includes monitoring your RAID and using S.M.A.R.T. based
monitoring to pick up disks that are on their way out.

I'm not going to spell out exactly how to back up the relevant configuration as there are simply too many
ways to do this and most people have their own preference so instead I will point you to what needs to be
backed up and how that can be achieved.

For most of the system configuration files, simply copy the /etc directory and all subdirectories.

For the website, copy the /srv/www directory and all subdirectories.

For the vscan user, copy the /var/spool/amavis directory and all subdirectories.

For MySQL, use the mysqldump tool to export all databases into a backup.sql file and copy that file.

Optional: Copy the root home directory at /root which includes all software you downloaded during the
build.

To backup all of these files I personally use rsync, which is a YaST package. You can read more about
rsync at http://rsync.samba.org/
You could alternatively use tar to create a simple backup file of all the above then copy that single file

using cron via ftp, rsync, scp or any other method you can think of (all the the mentioned utilities are
available via YaST).

Deciding the method that best suits your infrastructure then finding a solution to match is the best way of
approaching this, and once you know what you want to do it will just take a little Internet searching to
find all the answers you need.
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Tweaks and Tightening

The system already described in this article will drastically reduce the amount of spam and viruses getting
to your e-mail server, and this section show you how to tighten down the hatches even further.

System Updates

If your system is running well, unless there are security updates for the specific components used you
could do worse than leave it alone.

If you do want to keep it up to date, start an Online Update from within YaST and follow the prompts.
You can also configure fully automatic updates within this application.

To upgrade any additional software such as DCC, Razor2 or Maia Mailguard, you will need to carefully
read the upgrade notes and test the update before going live.

Stopping spam and viruses before they even get in

These settings are additional checks performed by the postfix SMTP connector, that are performed at
different stages throughout the e-mail conversation it has with the outside world.

The file you will edit for this set of restrictions is /ete/sysconfig/postfix, which is the YaST template that
creates the postfix configuration file /etc/postfix/main.cf

The set of restrictions listed here will follow a typical SMTP conversation, the first of which is the sender
identifying itself.

Reject if the sender doesn't identify itself

The sender should identify itself using an EHLO or HELO command and if it doesn't then there's a good
chance it's a poorly written virus or script. All commercial and well known free e-mail servers and clients
will tell you who they are before sending you e-mail.

To deny any sender that doesn't identify itself, add the following line to the very end of the
/ete/sysconfig/postfix file:

POSTFIX_ADD SMTPD HELO REQUIRED="yes”

To test this change, save the file, in a terminal run SuSEconfig then postfix reload and try to start an
SMTP conversation by running

telnet mailscan 25
mail from: <test@example.com>

Right there you will see a 503 error, and the sender will get no further until the connection times out or it
stops trying to send the e-mail.
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All of the sender restrictions are also applied to internal senders, i.e. Your e-mail server, but don't worry,
the next 'restriction' allows all internal e-mail out, even if it's not properly formatted.

Permit e-mail from trusted networks

This 1s implied if no sender restrictions are in place, but as you are about to put some in, you will need to
implicitly make this statement.

It references a self-calculated list called mynetworks that contains "trusted" SMTP clients that have more
privileges than strangers. Restrictions are tested in order and the first to match will be applied. If none
match, 'allow' is implied.

It is required in order to allow relaying from hosts other than the gateway itself onto external domains,
which if you point your current e-mail server to this gateway, it will need doing.

To make this change, which you must do else you won't be able to relay e-mail out of your network via
this gateway, add the following line to the very end of the /etc/sysconfig/postfix file:

POSTFIX ADD SMTPD SENDER RESTRICTIONS="permit mynetworks”

By default postfix will use the subnet of your gateway as a trusted subnet, so any other host on the same
subnet will be “trusted”. If your e-mail server is actually on another subnet, you will need to specify this
explicitly.

If you do need to do this, add the following line to the very end of the /etc/sysconfig/postfix file:
POSTFIX ADD MYNETWORKS="192.168.0.0/24”

where 192.168.0.0 is the subnet you want to trust, and /24 is the number of bits in the subnet mask (in this
case that will be 255.255.255.0). To trust only a single host such as your internal e-mail server, change it
to something like 192.168.0.100/32. If you want to trust multiple hosts and/or subnets, separate them with
commas.

To test this change, save the file, in a terminal run SuSEconfig then postfix reload.
On a computer in an 'untrusted' network, start an SMTP conversation by running

telnet mailscan 25
mail from: <test@example.com>
rept to: <stephenintheuk@yahoo.co.uk>

Substitute stephenintheuk@yahoo.co.uk for your own external e-mail address.

Right there you will see a 554 error, with postfix not willing to relay that e-mail. Now repeat the test
from a computer on a 'trusted' network and it will work (as long as your MYNETWORKS statement is
correct).

Reject non fully qualified sender's address

Have you ever received an e-mail from joe@yourcompany.com when you know that Joe doesn't exist in
your company? This is a simple trick some malicious programs play to try to gain your confidence in
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opening the e-mail or running an infected attachment. They send the e-mail as simply <joe> instead of
<joe@company.com>. Your e-mail server will usually be default fill in the @company.com with your
own company domain, thus appearing as a legitimate local e-mail.

To deny any sender that doesn't specify a full e-mail address in the MAIL FROM command, add the
following line to the very end of the /etc/sysconfig/postfix file:

POSTFIX ADD _SMTPD_SENDER RESTRICTIONS="reject non fqdn sender”

If you already have an option listed, separate them with whitepace meaning any space, tab or new line
(enter) so it could look something like:

POSTFIX ADD SMTPD_SENDER RESTRICTIONS="
permit_mynetworks
reject non fqdn sender”

To test this change, save the file, in a terminal run SuSEconfig then postfix reload and try to start an
SMTP conversation by running

telnet mailscan 25
mail from: <test>
rept to: <stephen@retnet.co.uk>

Substitute stephen@retnet.co.uk for your own e-mail address.

Right there you will see a 504 error, with postfix not accepting that user.

Reject from unknown sender domains

The assumption here is all incoming Internet e-mail should have originated from a real, existing Internet
domain, so if postfix can't verify that the domain of the sender as specified in the MAIL FROM address
exists, then reject the e-mail.

For this restriction, add the following line to the very end of the /etc/sysconfig/postfix file:
POSTFIX ADD SMTPD SENDER RESTRICTIONS="reject unknown sender domain”

If you already have the sender_restrictions line in your postfix file, just add additional parameters to it
separated by commas and blank lines so that it looks like:

POSTFIX ADD SMTPD_SENDER RESTRICTIONS="
permit_mynetworks
reject non fqdn sender
reject unknown_sender domain”

To test this change, save the file, in a terminal run SuSEconfig then postfix reload and try to start an
SMTP conversation by running

telnet mailscan 25
mail from: <test@dummy.domain>
rcpt to: <stephen@retnet.co.uk>
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Substitute stephen@retnet.co.uk for your own e-mail address.

Right there you will see a 450 error, with postfix not accepting the sender's domain.

The next set of restrictions relates to the recipients.

Permit e-mail from trusted networks

For the same reasons as the sender restrictions, allow anything from trusted hosts or networks to go
through.

POSTFIX ADD SMTPD RECIPIENT RESTRICTIONS="permit mynetworks”

Reject non fully qualified recipients addresses

All e-mail coming into your company should be destined to user@yourcompany.com and never to just
user. Spammers can use this method to get around you trying to hide your domain name from the
Internet. They simply connect to your e-mail server and start firing off e-mails to recipients without
specifying your domain so they don't even have to know it!

To enforce that senders send e-mail to fully qualified e-mail addresses, add the following line to the very
end of the /etc/sysconfig/postfix

POSTFIX_ADD SMTPD RECIPIENT RESTRICTIONS="reject non fqdn recipient”

Again if you already the first setting in place, separate the options with whitepace.

To test this change, save the file, in a terminal run SuSEconfig then postfix reload and try to start an
SMTP conversation by running

telnet mailscan 25
mail from: <test@example.com>
rept to: <stephen>

Substitute stephen for your own e-mail name (don't include the domain though).

Right there you will see a 504 error, with postfix not accepting that recipient.

Reject unauthorised destination domains

This check confirms that the domain in the RCPT TO command matches your domain name.
For this restriction, add the following line to the very end of the /etc/sysconfig/postfix
POSTFIX ADD SMTPD RECIPIENT RESTRICTIONS="reject unauth destination”
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To test this change, save the file, in a terminal run SuSEconfig then postfix reload and try to start an
SMTP conversation by running

telnet mailscan 25
mail from: <test@example.com>
rept to: <stephen@dummy.domain>

Substitute the stephen part for your own e-mail name (don't include the domain though).

Right there you will see a 554 error, with postfix not accepting the recipient domain.

Reject unverified recipients

This is a pearl of a setting, where postfix will probe your e-mail server to see if the recipient actually
exists on your internal e-mail server, before accepting the e-mail from the sender.

This setting therefore prevents undeliverable junk mail from ever entering your e-mail system and
wasting resources on processing the e-mail or generating bounce replies that end up sitting on the
gateway for days.

Postfix does this by starting a normal SMTP conversation with your e-mail server, and assumes if it
receives from your server a 250 OK response to the RCPT TO address, that the user exists. This probe is
only performed once then the result is cached. If the recipient exists it will stay cached for 7 days before
requiring a refresh. If the recipient does not exist that result will stay cached for 3 hours, so if someone
was just trying to send a new starter some e-mail who didn't have an account yet, it wouldn't be long
before the address was re-checked and any subsequent e-mails to that recipient would be allowed through.

For this restriction, add the following line to the very end of the /etc/sysconfig/postfix
POSTFIX ADD SMTPD RECIPIENT RESTRICTIONS="reject unverified recipient”

If you already have the recipient_restrictions line in your postfix file, just add additional parameters to it
separated by commas and blank lines so that it looks like:

POSTFIX ADD SMTPD RECIPIENT RESTRICTIONS="
permit_mynetworks
reject non_fqdn recipient
reject_unauth destination
reject_unverified recipient”

Also note that Postfix say this is only a good option for low traffic sites... but I believe their idea of low
traffic is something like under several hundred thousand of messages per day, which I believe should be
fine for most of you out there. Another thing to take heart at is if you did not do this check the gateway
would attempt to send the e-mail onto your e-mail server anyway.

To test this change, save the file, in a terminal run SuSEconfig then postfix reload and try to start an
SMTP conversation by running

telnet mailscan 25
mail from: <test@example.com>
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rept to: <dummyuser@retnet.co.uk>

Substitute @retnet.co.uk for your own domain name (leave the username as it is, unless you actually
have a user called that.... in which case change it to a user that doesn't exist).

Right there you will see a 450 error, with postfix not accepting the recipient's name.

Tighter control over attachment filtering

File attachment filtering is performed by Amavisd, and this is one area that Maia Mailguard only supports
being enabled or not and what to do when they are caught.

If you want to change the types of files caught from the default set, then you will need to modify
/etc/amavisd.conf

Scroll down to the $banned_filename section then edit to your heart's desire.

Be sure to re-start Amavisd by running /etc/init.d/amavis restart in a terminal console.

Blocking e-mail delivery to local users of the gateway

Because this is a gateway, no one should ever be trying to send e-mail to locally setup users on the box
itself. By getting rid of local e-mail delivery to the gateway makes it harder to break.

In /etc/sysconfig/postfix add to the end of the file

POSTFIX_ADD MYDESTINATION ="
POSTFIX ADD LOCAL RECIPIENT MAPS ="~
POSTFIX_ADD LOCAL TRANSPORT = error: local mail delivery is disabled

Save that file, now open /etc/postfix/master.cf and comment out the local delivery agent line, to look like

#local unix - n n - - local

Save that file, close Gedit and in a terminal console run

SuSEconfig
postfix reload

Setting a lower spam thershold

SpamAssassin has very good default settings, but still errs on the side of caution. Some specially crafted
spam messages are designed to come in just under the default score of 5.000. After a few weeks |
personally set mine set to 4.000 and have found this very reliable with not a single legitimate e-mail being
caught yet, after it learned my initial e-mailing habits.

Because Maia doesn't automatically reject spam, but instead quarantines it, you can be safe in tweaking
the spam catch score setting in Maia.
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To do this, in Maia mailguard edit the options Consider mail 'Spam' when Score is >= and Quarantine
Spam when Score is >= in your System Default domain (.@), local domain and your own personal e-
mail account settings.

Remember in the current stable RC5 release of Maia Mailguard that the quarantine level will always be
matched to the spam level. There is no distinction between these 2 values in this version.

BCC copies of e-mail to another address

Useful for security or HR/IT investigations, these options will add another address to the e-mail as a BCC
so the original sender and recipient has no idea it's being done.

Edit /etc/sysconfig/postfix and add them like this:

# Send a copy of every e-mail generated to another address
POSTFIX ADD ALWAYS BCC = security@mydomain.com

# Send a copy of every e-mail matching the sender
POSTFIX_ADD SENDER_BCC_MAPS = 'hash:/etc/postfix/sender_bcc_maps'

# Send a copy of every e-mail matching the recipient
POSTFIX ADD_RECIPIENT BCC_MAPS = 'hash:/etc/postfix/recipient_bcc_maps'

The sender bcc_maps and recipient bcc_maps use a lookup file to match an address then send to it's
corresponding bec'd address. Note that neither address needs to be on your local domain, so you can
match an external sender or recipient address.

You will need to create the files yourself as they do not exist by default, and don't include the .db
extension.

An example would be if you wanted to receive a copy of all e-mail sent from john.doe@retnet.co.uk .

Create the file /etc/postfix/sender_bce_maps and in it put something like:

# This lookup table is used to match sender addresses then send a bee'd copy
# to a matching address.

john.joe@retnet.co.uk stephen@retnet.co.uk

Once you've created the file, save it then run

postmap /etc/postfix/sender_bcc_maps

which will create a hashed index table version of the same file and give it a /db extension.
Now edit /ete/postfix/master.cf and add the sender bcc_maps option as described above

To finish off, reload postfix with the new changes by running
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postfix reload

To read more about these or any other setting, visit http://www.postfix.org and search for those terms on
the front page to find the relevant documentation.

Increasing scanning throughput
One way is to increase the number of scanning threads in amavisd-new.

To do this, increase the $max_servers setting in /etc/amavisd.conf and restart amavisd.

Also you will need to change the postfix maxproc setting in /etc/postfix/master.cf on the smtpd line that
uses amavisd.

#

# service type private unpriv chroot wakeup maxproc command + args
# (yes) (yes) (yes) (never) (100)

#

smtp inet n - n - 2 smtpd -o

content filter=smtp:[127.0.0.1]:10024

In the above example, maxproc is set to 2. This setting tells postfix how many connections it can use to
talk to amavisd. If the maxproc setting is smaller than the $max_servers setting in amavisd.conf you're
just wasting resources as postfix will never send more than 2 e-mails at a time to amavisd and amavisd
will always have many unused threads, so to maximise efficiency and performance, make sure both
settings match.

After the change to master.cf, restart postfix with a postfix reload

Another option is to put the SpamAssassin Bayesian database and AutoWhiteList into a MySQL database
instead of using the default Berkley DB format. The process is quite simple by following instructions on

https://secure.renaissoft.com/maia/wiki/SpamAssassin3SQLBayes

A third, but slightly more risky option is to setup a RAM drive and mount it as the temporary storage area
used by amavisd-new (/var/spool/amavis/tmp). Because there can be a lot of disk spooling going on,
especially with 15 or more amavisd-new processes running, doing this on higher loaded sites can show a
huge performance increase, but requires plenty of extra memory.

I've never set one of these up, so if you're interested hop on over to the SuSE support forums at
http://support.novell.com/forums/ for some helpful advice.

Basic Troubleshooting
It's all in the log files....

Every problem from e-mail delivery due to incorrect settings or network problems to troubleshooting a
particular spam score can always be found in the logs.
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The single most used part of all troubleshooting is the postfix mail log, located at /var/log/mail.

You can search the file easily using a basic command like:

cat /var/log/mail | grep user@example.com

to find all matching lines with user@example.com in them.

This log file also has information on scores applied by ClamAYV, Freshclam (database updater) messages
and amavisd.

Debugging
You can also turn up debugging in the following:

Amavisd-new:
- Increase the $log_level= setting in /etc/amavisd.conf to 5, re-start the amavis service by
running /etc/init.d/amavis restart then check your /var/log/mail log file.

- Stop the amavisd-new service by running /etc/init.d/amavis stop
- Run amavisd manually using su — vscan -c amavisd debug

This puts amavisd into full debugging mode and you'll see lots of info on stdout (your terminal
screen)

- To debug exactly what SpamAssassin is doing, and the associated scores it assigns to an e-mail,
run amavis using su — vscan -¢c amavisd debug-sa

Postfix:
- First backup your /ete/postfix/main.cf file by running
cp /etc/postfix/main.cf /etc/postfix/maincf.orig

- Now edit main.cf and add the line debug_peer_list = some.domain
where some.domain is the domain you want to debug.
This can also be an IP address or some other pattern.

Mailq and qshape tools
Postfix has 2 great tools, one called mailq and another called qshape.
The mailq utility will display details of e-mails in the active or deferred queues, including which

directory it's in and the sender's e-mail address. Just run mailq in a terminal and check the results that are
displayed.

The gshape utility displays a table sorted by the destination domain with the largest number of e-mails

and shows how long and how many e-mails are sitting in your mail queues (by default the active and
deferred queues).
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Finding this great utility in SuSE actually takes a little more digging as it's not in any of the 'standard'
directories so I suggest you create a link to it in one of the more normal directories in Linux, by running:
In /usr/share/doc/packages/postfix/auxiliary/qshape/qshape.pl /usr/sbin/qshape

Just run gshape in a terminal and check out the results.

To read more about mailq and gshape, visit http://www.postfix.org and search for those terms on the front
page to find the relevant documentation.

SpamAssassin and the ALL_TRUSTED score being incorrectly added

SpamAssassin will automatically try to work out if the Received headers in an e-mail were added by a
mail server on your network or not. Sometimes it gets this wrong, so you may see some spam e-mails
that have an ALL TRUSTED negative score against them, or worse, spam that has made it through
because the negative score reduced the total e-mail score below your thresholds.

To overcome this issue, you can manually tell SpamAssassin what hosts and/or networks can be trusted.
To do this, edit your /etc/mail/spamassassin/local.cf file and add the following option:
trusted_networks 192.168.0.1 192.168.1.0/24

The above example will trust the host 192.168.0.1 and all hosts on the C-class network of 192.168.1.0.

Defining this setting ensures that no other hosts will be trusted and you will not get all all_trusted score
for any e-mail coming in from any other hosts or networks.

You can visit this URL for more reading regarding this setting:

http://wiki.apache.org/spamassassin/TrustPath

Websites for more help

Also check out the websites for the software you're having a problem with, most of which have
searchable archives of their mailing list as well as FAQ's and their own full documentation.

Links are back at the start of this document.

Well I hope even if you didn't follow it to the letter, that you have a slightly better understanding of this
setup which is fairly common or at least you've been able to glean something of use from this.

Oh, and don't forget you can always e-mail me!
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